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COBIT=—The ISACA Framework  /SACA
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COBIT 4.1
Framework

ME1 Monitor and evaluate IT performance.

ME2 Monitor and evaluate internal control.

ME3 Ensure compliance with external requirements.
ME4 Provide IT governance.

Define a strategic IT plan.

Define the information architecture.

Determine technological direction.

Define the IT processes, organisation and relationships.
Manage the IT investment.

Communicate management aims and direction.
Manage IT human resources.

Manage quality.

Assess and manage IT risks.

INFURMATION P010 Manage projects.
CRITERIA

* Effectiveness

* Efficiency

* Confidentiality

* Integrity

® Availability

* Compliance
MONITOR AND

EVALUATE PLAN AND
ORGANISE
IT RESOURCES

* Applications
* Information
o Infrastructure
« People

DELIVER AND

SURRSRT ACQUIRE AND
IMPLEMENT

DS1 Define and manage service levels.

DS2 Manage third-party services. ) -

DS3 Manage performance and capacity. Al1 Identify automated solutions.

DS4 Ensure continuous service. Al2 Acquire and maintain application software.

DS5 Ensure systems security. Al3 Acquire and maintain technology infrastructure.
DS6 Identify and allocate costs. Al4 Enable operation and use.

DS7 Educate and train users. AI5 Procure IT resources.

DS8 Manage service desk and incidents. Al6 Manage changes.

DS9 Manage the configuration. A7 Install and accredit solutions and changes.
DS10 Manage problems.

DS11 Manage data.

DS12 Manage the physical environment.

DS13 Manage operations.
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COBII 5 Product Family
The Framework

iISACA

4 COBIT® 5 Product Family N

COBIT® 5

COBIT® 5: Enabling Other Enabler
Information Guides
COBIT 5 Professional Guides
. S COBIT® 5 for COBIT® 5 for Other Professional
COBIT" 5 Implementation Information . s
J—— Assurance Risk Guides

COBIT 5 Online Collaborative Environment

. %
N

COBIT 5 Enabler Guides

COBIT" 5: Enabling
Frocesses
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SimplyStated....COBIT 5

ﬁ Creates optimal value by balancing benefits, risk and resources

v" Enables information and related technology to be governed and managed
In @ holistic manner

v~ Offers generic, useful principles and enablers

v" Addresses increasing external, legal, regulatory and contractual
compliance requirements

COBl'lg

AN ISACA® FRAMEWORK

© 2012 ISACA. All rights reserved. 7



COBIT 5 Principles
/
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Needs
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COBIT 5 Enablers ISACA

Trust in, and value from, information systems

/ COBIT 5 ENTERPRISE ENABLERS
Organisational Culture, Ethics
Processes Structures and Behaviour

Principles, Policies and Frameworks

Services People, Skills
Information Infrastructure and
Applications Competencies

K RESOURCES
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COBIL 5 Product Family—
Enabling Processes

iISACA

4 COBIT® 5 Product Family N

COBIT® 5

COBIT" 5: Enabling Other Enabler
Information Guides
COBIT 5 Professional Guides
. COBIT™ 5 for COBIT® 5 for COBIT® 5 for Other Professional
COBIT™ 5 Implementation Information Aes Risk .
Security ssurance is Guides

COBIT 5 Online Collaborative Environment

. /

COBIT 5 Enabler Guides

COBIT® 5: Enabling
Processes
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Govermance and Management ISACA

/

- Governance ensures that enterprise objectives are
achieved by evaluating stakeholder needs, conditions
and options; setting direction through prioritisation and
decision making; and monitoring performance,
compliance and progress against agreed direction and
objectives (EDM)

- Management plans, builds, runs and monitors
activities in alignment with the direction set by the
governance body to achieve the enterprise objectives
(PBRM)
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COBFPFS: Enabling Processes ISACA

- COBIT 5: Enabling Processes complements COBIT 5
and contains a detailed reference guide to the processes
that are defined in the COBIT 5 process reference

model:

— In section 2, the COBIT 5 goals cascade is recapitulated and
complemented with a set of example metrics for the enterprise
goals and the IT-related goals.

— In section 3, the COBIT 5 process model is explained and its
components defined.

— Section 4 shows the diagram of this process reference model.

— Section 5 contains the detailed process information for all 37
COBIT 5 processes in the process reference model.

L
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COBIPS: Enabling Processes isaca

Trust in, and value from, information systems

Processes for Governance of Enterprise IT
Evaluate, Direct and Menitor

EDMI Ensurs
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Innoeation Partfclio Budgat and Coets Human Resources

MERAM Maniter,
Eguréie and md 4
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Aqrsments Supplis Qul Fick Security

Bulld, Acquire and Implement

BAIOG Menage BAID4 Manege BAIDY Manags
uticre Bwailehibty
Iderification ; Bocapitancs MEAQZ Manitor,
and Build and Capacity Transitioning Ewaluats andﬂr!.'eama
the Systern of Internal

Cortrad
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I}:l"ﬁgmnn

Deliver, Service and Support

MEADI Manitor,

Evaluate and Assess
D550 Manags . DSS04 Manags D e D306 Manage Complianca With
Dperations Frabd Contirwity e Recpiramants

Processes for Management of Enterprise IT
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COBIL 5 Product Family—
Implementation

iISACA

4 COBIT® 5 Product Family N

COBIT® 5

COBIT® 5: Enabling Other Enabler
Information Guides

COBIT 5 Enabler Guides

COBIT® 5: Enabling

Processes
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COBITS Implementation

i

OBIT 5 Implementation covers
v Positioning GEIT within an enterprise
v Taking the first steps towards improving GEIT
v" Implementation challenges and success factors

v" Enabling GEIT- related organizational and behavioral
change

v Implementing continual improvement that includes
change enablement and program management

v" Using COBIT 5 and its components
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COBIFS Implementation iSACA

Trust in, and value from, information systems

# Programme management
(outer ring)

# Change enablement
(middle ring)

# Continual improvement life cycle
{inner ring)

9 What needs 1o be e
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COBIT 5
Future Supporting Products



COBII 5 Product Family—

. iISACA
Future Supporting Products DAt

/

/COBIT 5 Enabler Guides N

COBIT= &: 8 L. ‘
==
/COBIT 5 Practitioner Guides

COBIT® 5
COBIT® 5 COBIT® 5 Other Practiionar
‘ COBIT® 5 Implementation for Information ‘
- Security for Assurance orFs - E‘""“‘/

COBIT 5 Online Collaborative Environment

\
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COBII 5 Future Supporting

Products

m:uture supporting products:

* Practice Guides:

- COBIT 5 for Information Security
« COBIT 5 for Assurance
« COBIT 5 for Risk

» Enabler Guides:
- COBIT 5: Enabling Information

» COBIT Online Replacement
+ COBIT Assessment Programme:
*  Process Assessment Model (PAM): Using COBIT 5

« Assessor Guide : Using COBIT 5
- Self-assessment Guide: Using COBIT 5

A




Thank'you for listening! _ISACA
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** If you have questions about ISACA publications and
ongoing research, please contact:

ISACA

Research Department
Tel: +1.847.660.5630

Fax: +1.847.253.1443
Email: research@isaca.org
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