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Imperative – business and IT integration

Management of
Information

IT

Business

Transformation 
of Business

Business

IT

IT
Business

Automation of
Work

It’s no longer enough to align with the business
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Basel II

Sarbanes-Oxley

GLBA

HIPAA

Integrity of 

Personal 

Information

Integrity of 

Economic 

Information

Integrity of 

Entity 

Information

CA SB 1386

US Patriot Act

AML  S352   

DOD 

5015.2 

EUDP

PIPEDA

EU8

J-Sox
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Compliance with government regulations is no longer just 

a legal matter but,

rather a critical business function
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Remember:

To much governance may kill innovation!
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Business Goal 6:

Establish service 

continuity and availability

IT Goal 23

Make sure that IT 

services are available 

as required.

IT Goal 22

Ensure minimum 

business impact in the 

event of an IT service 

disruption or change

IT Goal 16

Reduce solution and 

service delivery 

defects and rework

IT Goal 10

Ensure mutual 

satisfaction of 

third-party 

relationships

DS2 PO8 AI4 AI6 AI7 DS10 PO6 AI6 DS4DS12 DS3DS4 DS8 DS13
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Governance without measurement 

is a waste of time!
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0 1 2 3 4 5

Non-existent Initial Repeatable Defined Managed Optimised

0 - Management processes are not applied at all.

1 - Processes are ad hoc and disorganised.

2 - Processes follow a regular pattern.

3 - Processes are documented and communicated.

4 - Processes are monitored and measured.

5 - Best practices are followed and automated.
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Management of the process of Monitor and evaluate IT performance that 

satisfies the business requirement for IT of transparency and understanding of 

IT cost, benefits, strategy, policies and service levels in accordance with 

governance requirements is:

0 Non-existent when

The organisation has no monitoring process implemented. IT does not 

independently perform monitoring of projects or processes. Useful, timely and 

accurate reports are not available. The need for clearly understood process 

objectives is not recognised.

1 Initial/Ad Hoc when

Management recognises a need to collect and assess information about 

monitoring processes. Standard collection and assessment processes have not 

been identified. Monitoring is implemented and metrics are chosen on a case-

by-case basis, according to the needs of specific IT projects and processes. 

Monitoring is generally implemented reactively to an incident that has caused 

some loss or embarrassment to the organisation. The accounting function 

monitors basic financial measures for IT.
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Assess 

Environment

Implement & 

Operate

Monitor

& Report

Maintain 

IT Controls 

Framework

Develop 

& Refine 

Governing 

Documents

Process owners 

operate and oversee 

controls

Repository

Plan

BuildRun

Tools

Measure

& Validate

Enforce

Applications

Databases

Platforms

Networks

IT Processes

· Top-Down, Risk-based 

Approach

· Process-based

· CobiT®-based

Division Policies

(e.g. “What” IT 

must do)

Division Standards

(e.g. “How” to do 

in every or any 

instance)

Procedures
Procedures

Procedures

(e.g. “How” to do 

in an instance)

IT Division Policy 

Compliance

     IT Division Standard 

     Conformance

D
ep

t. 
Pr

in
ci

pl
es

Communicate 

& Train

Sustain
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Change

Proposal 

(optional)

Create RFC

Record the RFC

Review RFC

Assess and evaluate 

Change

Authorise Change

Plan updates

Co-ordinate change 

implementation

Review and close 

change record

Authorise Change 

proposal

U
pdate change and configuration inform

ation in C
M

S

Evaluation report

Work orders

Work orders

ready for evaluation

requested

ready for decision

authorised

scheduled

implemented

closed

ITIL v3 activity

AI6.1Change Standards and 

Procedures

CobiT

Control obj

AI6.2 Impact Assessment, 

Prioritisation and Authorisation

AI6.4 Change Status Tracking and 

Reporting

AI6.5 Change Closure and 

Documentation

10.1.2

Change 

management

ISO 27002 

Control

Investment Management (IM)

Portfolio Management (PM)

Value Governance (VG)
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