








Gauging a potential employee’s temperament – easier under severe circumstances; 
law enforcement knows this (interrogations)

9/11 attacks

Stock market crash of 1987

SOX?

Use Cardsystems example. They blamed their auditors and consultants.  The 
settlement requires Pay by Touch to implement a comprehensive security program 
and obtain independent audits every other year for 20 years (deferred prosecution). 

almost all consequential events in history come from the unexpected—while humans 
convince themselves that these events are explainable in hindsight. 

Bell curve ignores large deviations b/c it cannot handle them

http://en.wikipedia.org/wiki/Hindsight_bias


What about punitive damages? Notification? Cleanup? 



Example: Penalties for non-compliance with PCI can range from fines of up to 
$500,000 to increased auditing requirements or even losing the ability to 
process credit card transactions. 



The fines were levied against Fifth Third, TJX’s acquirer, but the assumption is these 
fines will be passed through to TJX. 

TJX increased its estimate of pre-tax charges for the world's worst credit card data 
breach to $216 million. Back in August, it had projected only a $168 million pre-tax 
hit. 

"This reserve reflects [TJX's] estimation of probable losses in accordance with 
generally accepted accounting principles based on information available to [TJX] and 
includes an estimation of total potential cash liabilities, from pending litigation, 
proceedings, investigations and other claims, as well as legal and other costs and 
expenses, arising from the computer intrusion," TJX said in its SEC filing. 

Who wants to be the one to tell the BoD why the estimates were wrong?





Audit fees are falling for SOX work; however, smaller companies now have to comply 

HIPAA enforced by Office of Civil Rights



New requirements will probably relate to wireless use as well as web 
application security.

There’s considerable debate going on as to what the new requirements will be 
so we’ll just have to wait and see.



ChoicePoint was used as an example; Majoras pointed out the company had violated 
Section 5 of the Federal Trade Commission (FTC) Act, which prohibits unfair or 
deceptive trade practices, and they also violated the Fair Credit Reporting Act. 
Section 5 of the FTC Act provides for sanctions to be applied in the form of consent 
orders, such as detailed activities that must be performed for typically 20 years, but it 
does not allow for the imposition of fines. So, the FCRA charge was the basis on 
which the court approved the $10 million fine (in January 2006) against ChoicePoint. 

The violation was not the data breach, but the non-existence of appropriate security
that would have prevented the breach. 

Currently has more than 24 open information security investigations going on.



ChoicePoint was fined $15m over a data security breach that led to at least 800 cases 
of identity theft. ChoicePoint agreed to pay $10m in civil penalties (a record fine) and 
$5m to compensate consumers.





According to a recent study by The Radicati Group, in 2007 a typical corporate 
account will generate around 4.3 gigabytes (GB) of electronic data per user. That 
number is expected to grow to 6.7 GB per year by 2011. 

Keep an eye on NERC.  Readiness audits taking place in 2007, so let’s wait and see 
what happens in 2008.

http://www.radicati.com/
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•We’ve done research across 1000s of organizations of all sizes to see what most 
correlates to being a leader vs. laggard (as defined by # of significant deficiencies).

•Far and away, the most highly correlated action is “Frequency of Internal audit”.  
That’s not surprising… practice makes perfect.  And the more internal audits you do 
the more aware you will be about your deficiencies, and you can take steps to 
remediate them.  There are other tops correlated actions as well.

Top 5:

1. Increased frequency of audit  [all of CCS]

2. Automated IT controls and processes  [Standards, Entitlements and 
Response Assessment module]

3. Establishing objectives and measuring results  [Policy and Standards 
module]

4. Automated IT management  [ Standards module]

5. Limit access to sensitive data  [Entitlement module]
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•In his 1998 book Against the Odds, Peter Bernstein describes how thinking about 

risk evolved in part because of changes in mathematical numbering systems, an 

understanding of the statistical basis of probability, and the rise in popularity of 

gambling. 

•Although games of chance and gambling were depicted in Egyptian tomb paintings 

from 3500 B.C.E., it wasn’t until the Renaissance that a “scientific” or statistical basis 

for gambling was presented.

•Girolamo Cardano, a sixteenth-century physician, gambler, and mathematician wrote 

Liber de Ludo Aleae (“Book on Games of Chance”) perhaps the first study of 

probability in cards, dice throwing, and gambling.

•“Sopra le Scoperte” (“On Playing Dice”) published in part for Cosimo II de Medici, the 

Grand Duke of Tuscany, whom Galileo had tutored in math. Cosimo II, ironically, 

upon taking power closed the Medici bank and swore off commercial activities as 

“degrading for a prince”.

•Lloyds of London was born in a coffee shop, owned by Edward Lloyd, near the 

Tower of London in 1687, in part because the shop was a gathering place for ship 

captains who shared news about past and upcoming voyages, trade routes, weather, 

and hazards. Those who wanted to share in a risk could sign their names on a board 

under the terms of a contract that all could see.

•From this practice arose the term “underwriters.”

•Like having your boss sign off on a risk acceptance form, eh?
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•Equation from paper on financial risk modeling over time 
(http://129.3.20.41/eps/fin/papers/0502/0502013.pdf)

•Despite fantastic mathematical leaps in the quantification of financial risk, we have 
been woefully inadequate in applying the same discipline to Information Security 
risks.
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Modern compliance management is like playing dice with oblong knuckle bones.
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•You don’t know what the odds are that you will get exploited on a given 
vulnerability, or that an employee laptop will “grow legs”, or any other risk for that 
matter.

•Many low-probability events are the highest impact.
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•ChoicePoint’s stock dropped 15% on the news of exposing 162,000 people’s 
personal information to fraudulent access.

•Share volume was 3-6 times the average after the announcement.

•That 15% represented $630 million of shareholder wealth.

•Aug. 23rd: SBA Survey finds that the average employer with 20 employees pays 
about $7, 647 per employee in regulatory costs ($1,304 of this is tax compliance). 
The average cost per employee for large firms is about $5,282.

•Aug. 16th: In a filing with the Securities & Exchange Commission, TJX Companies 
stated its estimated cost for the computer intrusions it disclosed earlier this year has 
now reached a total of US$118 million. 

•Sept. 3rd: Monster reports a breach that exposed 1.3 million resumes.

•Sept. 6th: Pfizer reports 3rd breach since June, latest incident involves 34,000 
employee records.
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•Cobit

•First edition was released by ISACA in 1996

•Second edition in 1998

•Third in 2000

•Fourth in 2005!

•5 years between updates!

•ISO

•Originally published as DTI code of Practice for Information Security in the early 90’s

•Became ISO standard in December 2000

•Last updated in 2005

•5 years between updates?!?!

•ITIL

•Originally authored in the 1980’s by the UK’s Central Computer and Telecommunications 
Agency
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What gets measured gets improved.










