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• Over 13 years experience in IT auditing and 
consulting

• Service delivery methodology coordinator for 
Weaver’s IT Advisory Services practice across 
all locations
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Shohn Trojacek, CISSP

• PivotPoint Solutions
– Information Systems Consultant

– Formerly Responsible for infrastructure operations, 
administration, security, budgeting, governance 
internally.

• Over 11 years experience in information 
security

• Significant experience in security assessments 
over technical infrastructure
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Overview

• Intro to MS Exchange

• Key risk areas to consider with email systems and 
MS Exchange

• Considerations for internally vs. externally hosted

• Commonly identified issues with MS Exchange

• Practical recommendations to address common 
issues (including Microsoft TMG and third party 
solutions)
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Administrative Policies

Primary Scope of this
Discussion
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Mobility

Authentication 
(i.e., Active 
Directory)

Storage

Exchange

Outlook

Anti-Spam
Anti-Virus

OneNote

?
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Exchange

• Introduction
– Exchange

• Exchange 4.0

• Exchange 5.5

• Exchange 2000

• Exchange 2003

• Exchange 2007

• Exchange 2010

– Other

• Zimbra

• BPOS

• GMail

• Key Risk Areas
– Data Theft or 

Tampering

– Forgery

– Denial of Service

– Malware

– Spoofing

– Relaying

– Integration

– Special Risks

• Internal vs. 
External

• Common Issues

• Practical 
Recommendations

• Tools
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Introduction

• Exchange

– Exchange 4.0

– Exchange 5.5

– Exchange 2000

– Exchange 2003

– Exchange 2007

– Exchange 2010

• Other

– Zimbra

– BPOS

– Gmail
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Feature Comparison
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5.5 2000 2003 2007 2010

Anti-
Virus/Anti-
Spam

1 1 3 3 3

Compliance 1 3 3 9 9

Business 
Continuity

1 1 3 3 9

Confidential 
Messaging

1 3 9 9 9

Unified 
Messaging

1 1 1 9 9

Web Based 9 9 9 9 9

Mobile 
Messaging

3 3 9 9 9

Collaboration 
/ Productivity

9 9 9 9 9
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Feature Comparison 
(contd.)
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5.5 2000 2003 2007 2010

Performance / 
Scalability

1 3 3 9 9

Administration 1 1 1 9 9

Deployment 1 1 9 9 9

Extensibility 3 3 3 9 9
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Risk

• Exchange Servers DO Become Self-
Aware!

• Nuclear Plants DO Explode!

• Space Shuttles DO Crash!

• Singularities – i.e., Murphy’s Law

• Incomplete Perspective (address as 
part of tone of this presentation)

• That applies to the speakers as well, 
answer what we can, but the 
question sometimes matters more!
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Rhetorical Questions

• How many of you have audited your Exchange 
environment?

• How is trust established (e.g., background 
checks)?

• Perspective: The Clueless Auditor syndrome… 
?

• On Paper vs. Reality: Objectives of your audit?

11© 2011 Weaver and Tidwell, L.L.P.



Key Risk Areas vs. Controls
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General Risk 5.5 2000 2003 2007 2010

Data Theft crypto crypto crypto crypto Transport
crypto

Data 
Tampering

1 3 3 3 3

Forgery 3 3 3 3 3

Denial of 
Service

3 9 9 9 9

Spoofing 3 3 3 3 3

Malware Attachment
Blocking

Attachment 
Blocking

Attachment 
blocking
Some anti-
spam

9 – anti-spam 9

Relaying 9 9 9 9 9

Mobility 3 3 SSL/Direct 
Push

SSL/Direct 
Push

SSL/Direct 
Push
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Special Risks

• Outlook Plugins -> Social Networking (i.e., 
Facebook, Linkedin).

• PST Files
• Mobile Platforms (e.g., iPhone).
• Legal / Forensics
• Database Corruption
• Untested Recovery
• 64bit vs. 32 bit (e.g., scripting interface).
• Time to Market (e.g., 0day, Remote Kill).
• Forged “Insider” Spam
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Typical Network 
Architecture
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Anti-Virus
Anti-Spam

TMG

Exchange, OWA, CAS, 
etc.

Back End 
Exchange

Active 
Directory

Active 
Directory

Cluster?
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Internal vs. External

• Management Console / Control Panel

• Common Admin Account

• Web Interface
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Admin Access
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Admin Audit Trail
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Management Console
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Adding Accounts
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Mail Box Management
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Spam Filtering
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Mobile Users
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User Control Panel
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Common Issues

• Backups/Restores
– Machine Account - Backups
– OWA Customizations
– Restoration Procedures Untested

• Failed Migrations
– Legacy Permissions

• Smaller Organizations – non-clustered
• Domain Admin Glut
• Independent  Observer Performance Monitoring (i.e., test 

account)
• Blackberry / iPhone Crypto – India, China 2 layer
• Encrypted Messages – How important is it?
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Practical 
Recommendations

• Global Security Settings
• Attachment Blocking
• Mailbox Granting
• Standard Build Procedures
• Patch Management
• Account Roles
• SMTP Settings
• Server Roles
• ActiveSync Policies
• Virtualization
• Performance Counters
• Microsoft Forefront Threat Management Gateway or 

other application firewall
• Monitor EventIDs
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Auditing Non-Owner 
Mailbox Access

• Up to Exchange 2007 SP2, problematic at best.

• Exchange 2010 SP1 includes auditing.

• Folder Access - Event ID: 10100
Message Access – Event ID: 10102
Send As - Event Id: 10106
Send On Behalf Of – Event Id: 10104
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Sample Event

• Log name: Exchange Auditing
Source: MSExchangeIS Auditing

Description: The folder /Inbox in Mailbox 
‘UserA’ was opened by user DOMAIN\UserB
Display Name: Inbox
Accessing User: /o=First 
Organization/ou=Exchange Administrative 
Group (Exchange)/cn=Recipients/cn=UserB
Process Name: OUTLOOK.EXE
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Remote Kill
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Audit Tools

• Active Directory tools (e.g. dumpsec, Hyena).

• Exchange Best Practices Analyzer

• Scripting Interface

• Virtualization

• Management Console

• Microsoft DevNet

• Social Engineer’s Toolkit

• FastTrack, MetaSploit Framework, ICAR
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Management Console
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Global Settings
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Custom Scripts

New-RoleGroup -Name "Compliance Role Group" -Roles "Transport 
Rules", "Journaling" -Members Joe, John, David -ManagedBy
David, Chris

Add-RoleGroupMember "Seattle Administrators" -Member Robert

Get-RoleGroup "Organization Management" | Format-List

Get-ManagementRole "Recipient Administrators\*“

Get-Mailbox | Format-Table Name, ServerName
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Exchange Best Practice 
Analyzer
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Bring it all together: Audit

• Testing Areas
– Policies/Procedures

– Network Architecture
(DMZ, TMG, etc.)

– Anti-Spam/Virus

– Attachment Filtering

– Message Size Limits

– Message Limits

– URL Filtering

– HTML Mail

– Automatic Mail 
Forwarding Rules

– Out of Office -

– Space Usage
34

– Distribution Lists

– Public Folders

– Privileged Accounts

– Mailbox Access

– Delegation of 
Privileges

– Group Policy Settings 
(Outlook)

– Active Sync Policy for 
mobility

– Backups

– Restoration

– PST Files

– Message send/receive 
limits
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Spam Specifics

• Anti-Spam

• >99% of messages arriving are spam

• Block-lists

• Safe-lists

• User Notification

• Dual Layers (i.e., gateway vs. internal to 
Exchange)
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Effectiveness of A/V

• Not all A/V are created equal

• A/V on the desktop, inbound email, etc.

• Verify quality using social engineering toolkit 
or similar.
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Active Directory

• Dumpsec

• Resource Domains vs. Centralized

• Delegation of Privileges

• Use of Dumpsec, etc. 
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PST File Glut

• As a network administrator, you can add the 
DisablePST registry key – per computer

• Search for pst files on network / workstations 
(sample approach?).

• Termination procedures – retaining PST files 
vs. employees walking off with data (can this 
truly be stopped – console access?)
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Exchange 2010

• Mailbox Routing (i.e., keep development 
emails away from marketing).

• Database changes

• TMG all but required

39© 2011 Weaver and Tidwell, L.L.P.



Questions and Answers?
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Brian Thomas 
(bjthomas@weaverllp.com)

Shohn Trojacek
(trojacek@p2sol.com)
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Disclaimer

The trademarks and logos used in this presentation are meant for 

presentation and noncommercial expression only. We encourage 

readers to conduct their own research to be more informed and 

updated in regards to the products mentioned in this presentation.
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