
MODERN MALWARE, MODERN 
DEFENSES AND PROTECTION 
MARIO CHIOCK , CISSP, CISM,CISA 

MCHIOCK@GMAIL.COM 

Disclaimer: The opinions expressed on this presentation are the personal opinions of the author, not of 

any Company. The content is provided for informational and entertainment purposes only and is not 

meant to be an endorsement or representation by any Company or any other party 



TAKEAWAYS 

1. Why Traditional Security Solutions don’t work  

2. Life cycle of a Modern Attack 

3. Indicator of Compromise 

4. Quick low cost solutions & Countermeasures 

5. Advanced solutions & Commercial products 



NEW THREAT LANDSCAPE 

Traditional Malware 

Know Detection  

& Patches available 
Broad & Noisy Single  Open channels  

Unknown Detection  

& Zero Day 

Targeted & 

Personalize 
Persistent  Stealthy & Covert 

Modern Malware 

Cyber Attacks 



MALWARE / BOT / APT BEHAVIOR COMPARISON TABLE 

A/TPT BOT Malware 

Distribution With organized planning Mass distribution over regions Mass distribution over regions 

Services interruption No initially 

Could be destrustive 

No Yes 

Attack Pattern Targeted (only a few 

groups/organizations) 

Not targeted (large area spread-out) Not targeted (large area spread-out) 

Target Audience Particular Organization/Company / 

Gorvement 

Individual credentials including online 

banking account information 

Random 

Frequency of  attacks Many times, Multiple vectors Once Once 

Weapon -Zero-day exploit 

-Drop embedded RAT 

-Dropper or Backdoor 

Multiple-Exploits, All in one By Malware design 

Detection Rate Lower than 10%, if the sample comes 

out within one month 

Around 86%, if the sample comes out 

within one month 

Around 99%, if the sample comes out  

within  one month 



DYNAMIC THREAT LANDSCAPE 



Advanced  
Persistent Threats 

Empowered 
Employees 

Elastic  
Perimeter 

Copyright  2012   Trend Micro Inc. 

Trend Micro evaluations find over 90% of enterprise 
networks contain active malicious malware! 

Traditional Security is Insufficient 

(BYOD) (CLOUD) 



LIFE CYCLE OF A MODERN ATTACK 

Threat Actor 
Command and 

Control System 
Drop Site 

Infiltration 
Cmd & Control 

Communications 
Exfiltration 

Propagation 

Look for victims 

Initial Intrusion 

Reconnaissance 

Obtain user Credentials 

Install utilities 

Privilege Escalation 

Lateral Movements 

Maintain Persistence 

Targeting 

Data Collection 
Drop  

embedded  

RAT 



STEP ONE : BAIT AN END USER 

•Use a Zero Day exploit 

 

•Spear Phishing 

 

•Social Media 

 



STEP TWO : EXPLOIT A VULNERABILITY 



STEP THREE :DOWNLOAD A BACKDOOR 



PEER – TO – PEER BOTNET 

 



WHACK-A-MOLE SECURITY 



ACTORS USING EXPLOSIONS IN BOSTON AS A LURE  



THE CHANGING FACE OF HACKERS 

•Has far more resources available 

•Commitment, Drive & Focus 

•Teamwork 

•Collaboration 

•Distributed 

• Is better organize (24 * 7 follow the sun) 

• Is well funded (Criminal Organizations, Nation-States) 

 



INDICATORS OF COMPROMISED (IOC)  

• Raw Intelligence 

• Hashes  

• MD5, SHA1,SHA256,SHA512 

• File names 

• File size 

• Packer types 

• Registry keys 

• Mutexes 

• DNS strings 

• IP Addresses 

 

• Raw Intelligence 

• File attributes 

• Registry attributes 

• Process attributes 

• Network attributes 

• Logs 

• Incorrect file extension 

• Incorrect ICON 

• Metadata 

• Schedule task 

 



INDICATORS OF COMPROMISED – HOW TO FIND 

• Processes (Process Explorer / Process Monitor) 

• Network connections ( netstat –aon ) 

• CurrPorts ( http://www.nirsoft.net/utils/cports.html ) 

• DNS Cache ( ipconfig /displaydns | more ) 

• Registry Query for Run and RunOnce Keys 

• Scheduled Tasks / Event Viewer 

• Prefech Directory (Records the last 128 programs executed on the system ) 

• Remote Desktop Connection Cache Viewer (http://w3bbo.com/bmc ) 

• PDF Stream Dumper (http://sandsprite.com/blogs/index.php?uid=7&pid=57 ) 

• Antivirus exclusions 



MEMORY/PAGEFILE/SWAPFILE ANALYSIS TOOLS 

• Mandiant Memoryze ( https://www.mandiant.com/resources/downloads ) 

• FastDump Community Edition ( http://www.hbgary.com/free-tools#fastdump) 

• Volatility Framework (https://www.volatilesystems.com/default/volatility) 

• MoonSols (http://www.moonsols.com/windows-memory-toolkit ) 

• VMMap (http://technet.microsoft.com/en-us/sysinternals/dd535533.aspx ) 

• Access Data FTK Imager (http://www.accessdata.com/support/product-downloads ) 

• WinMerge (http://winmerge.org ) 

 

 

 

 



SAMPLE IOC 

MD5 

76c643ab29d497317085e5db8c799960 

1493d342e7a36553c56b2adea150949e 

b14299fd4d1cbfb4cc7486d978398214 

9a3588b1783c70cf779baef58d40c06d 

41f13811fa2d4c41b8002bfb2554a286 

6dd571b84470ad9caad30a6a6acf491e 

1493d342e7a36553c56b2adea150949e 

6417c75c569312a7f46176260d08fa96 

d214c717a357fe3a455610b197c390aa 

41f13811fa2d4c41b8002bfb2554a286 

3b740cca401715985f3a0c28f851b60e 

d214c717a357fe3a455610b197c390aa 



 



 



QUICK LOW COST SOLUTIONS & COUNTERMEASURES 

• DNS sinkhole (http://handlers.sans.edu/gbruneau/sinkhole.htm ) 

• Enable UAC ( User Account Control ) to max 

• Enable / use AppLocker 

• Block execution of tools like PsExec, PsLoggedOn, PsService & PsInfo 

• Browser Check (https://browsercheck.qualys.com ) 

• Belarc Advisor ( http://www.belarc-advisor.org ) 

• SNORT (http://www.snort.org ) 

• Implement SPF (Sender Policy Framework - http://www.openspf.org )  



MORE SOLUTIONS TO IMPLEMENT 

• Use Bitlocker to encrypt the hard drive 

• Use RMS (DRM) to protect files & E-Mails 

• Block IRC protocol at perimeter 

• Block Public DDNS (DYDNS) 

• Block internet access to all critical internal servers ( AD controllers) 

 

 

 





 



QUALY SSL SERVER TEST 

https://www.ssllabs.com/ssltest/ 



MONITOR OUTBOUND TRAFFIC 

• Detect endpoint attempts to access a website URL using IP address rather than 

using a FQDN.  

• Detect endpoint attempts to access a non-routable IP address 

• Monitor increase in encrypted data outbound whether it is traffic over 443 or 

encrypted emails outbound 

• Monitor outbound communication via odd ports, protocols, and services (egress 

filtering) 

• Detect for ZIP, RAR or CAB formatted files outbound. These can be identified 

via their headers. 

 



ADVANCED SOLUTIONS & COMMERCIAL PRODUCTS 
 

• Palo Alto Networks – NGFW (Next-Generation Fire Wall) 

• FireEye – NGTP (Next-Generation Threat Protection) 

• Splunk – Log monitoring & Reporting Tool 

• Qualys - IT security risk and compliance management 

Other tools 

• BIT-9, Fidelis, Zscaler, Rapid 7, Nessus, Stonesoft, Verdasys, 

Sourcefire, Alien Vault,  21CT, etc. 

 



CONTROL THE METHODS THREATS USE TO HIDE 

© 2011 Palo Alto Networks. Proprietary and Confidential. 

• Encrypted Traffic 

SSL is the new standard 
 

Proxies 

Reverse proxies are hacker favorites  
 

Remote Desktop 

Increasingly standard 
 

Compressed Content 

ZIP files, compressed HTTP  
 

Encrypted Tunnels 

Hamachi, Ultrasurf, Tor 

Purpose-built to avoid security 

Encryption (e.g. SSL) 

Compression (e.g. GZIP) 

Proxies (e.g CGIProxy) 

Circumventors and Tunnels 

 Outbound C&C Traffic 

If you can’t see it, you can’t stop it 
 



CONTROLLING UNKNOWN MALWARE USING THE  
NEXT-GENERATION FIREWALL 

• Introducing WildFire 

• New feature of the Palo Alto Networks NGFW 

• Captures unknown inbound files and analyzes them  

for 70+ malicious behaviors 

• Analysis performed in a cloud-based, virtual sandbox 

• Automatically generates signatures for  

identified malware 

• Infecting files and command-and-control 

• Distributes signatures to all firewalls 

 via regular threat updates 

• Provides forensics and insight into malware 

behavior 

• Actions on the target machine 

• Applications, users and URLs involved with the 

malware 

 

 

 

 

 

© 2011 Palo Alto Networks. Proprietary and Confidential. 



MALWARE ANALYSIS 



MALWARE ANALYSIS 



MALWARE ANALYSIS 



HOW GLOBALPROTECT WORKS 

33  |  ©2012, Palo Alto Networks. Confidential and Proprietary.  



NGTP(NEXT-GENERATION THREAT PROTECTION) 



 



 



MALWARE COMMAND & CONTROL  MONITORING SITES (EXAMPLE) 

37 

• Collect FW Logs 

• Collect FireEye Logs 

• Collect flowdata 

• Collect DNS logs 

• Correlate netflows (IPs)to 
known C&C addresses 

• Correlate DNS queries to 
known C&C domain names 

• Look-up to known C&C lists 

• Real-time alerts and 
notifications  

Internal DNS 

Server 

DNS log 

data 

Known publically 

available C&C 

list 

CSV or DB 

Look-up 
Monitoring for sites that change IPs and IPs that 

change their domain names 



SPLUNK - FIREEYE 

From: Grove, Chrissy [mailto:CAGrove@spectraenergy.com]  
Sent: Friday, April 05, 2013 9:16 AM 
To: Mario Chiock 
Subject: Splunk Followup 

Good morning, 

I wanted to thank you again for hosting us at yesterday’s FireEye User group.  It was great to be able to listen to everyone and have a forum for discussion. 

Also, would you be willing to share a few screenshots of your Splunk.   I’d like to share with my team since it seems like a great solution to be able to search for what we feel like we are missing with the FireEye product. 

Thanks, 

Chrissy 

Chrissy Grove CISSP 

Enterprise IT Security | Cyber Defense  

713-627-4231 

cagrove@spectraenergy.com 

 



SPLUNK 



• Create active defense and go head-to-head against the adversaries 

• Provide your security team with unprecedented network visibility using the data 

and resources you already have 

• Gain operational security insight from your current network and security data 

• Reduce root cause analysis time 

• Identify and examine previously hidden malicious behavior 

• Determine incident impact with full activity history pre- and post-breach 

• Collect and Fuse All of Your Current Data 

• Architecture capable of quickly collecting and fusing all of the network data 

you already have including NetFlow, PCAPs, IPS/IDS, Firewalls, NGFW, NGTP, 

SIEMs, log data, and more 

 
www.21ct.com 40 

Investigative Analytics and Pattern Detection to: 



http://connect.paloaltonetworks.com/modern-malware-4dummies-EN 

http://www2.fireeye.com/definitive-guide-next-gen-threats.html 



GOOD READING 

• The Modern Malware Review 

(http://connect.paloaltonetworks.com/modernmalwarereview ) 

• Advanced Threat Report 2H 2012 

(http://www2.fireeye.com/WEB2012ATR2H_advanced-threat-report-2h2012.html ) 

• Definitive Guide to Next-Generation Threat Protection     

(http://www2.fireeye.com/definitive-guide-next-gen-threats.html ) 

• Modern Malware for Dummies                         

(http://connect.paloaltonetworks.com/modern-malware-4dummies-EN ) 

• Next-Generation Firewalls for Dummies                 

(http://connect.paloaltonetworks.com/ngfw-4dummies-EN ) 

 



 



 



JOURNEY TO THE CLOUD 

 


