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- e Strategy for Network Audits

¢ Stimulus-Response Testing

¢ Examples of key tools and techniques used
to conduct stimulus-response testing
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& Auditor’s Role
| ¢ Aligns the IT strategy with the enterprise

strategy

b 4 Assist with managing the risks in the
ongoing development and operation of IT
systems




(@ Why perform Network Audits?

¢ Prevention is the best medicine!
N’ strategy

entify potential intrusior
entify extent of a compromise

¢ Answer the question: How do you
know?
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|+ Identify Devices
2|« Understand Vulnerabilities and Risks
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¢ ASSess anc
¢ ASSess anc

¢ ASSess anc

Secure t
Secure t
Secure t

ne Perimeter
ne DMZ

ne Internal Environment




Superscan

¢ Ping hosts
¢ Port Scan hosts

~d Superscan 3.00 __ -0l =l
Hoztname Lookup Configuration

Paort li
Timeout Scan type Scan
Fing : hostnam
400 FCAN 183

4000

Prumne |




¢ Passive
— Sniffs passing traffic for information




.« Send a packet and look at the response.
: Change the flags for the packet

ISN numbers

Initial windows size

Handling of ICMP messages
TOS field

— TCP options
— How fragmentation is handled
¢ Paper

— wWww.insecure.org/nmap/nmap-fingerprinting-
article.html




== ¢ Passively watch for information during
| communication

- TTL

— Window Size
— Don’t fragment bit
— TOS
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(@ Critical Devices




= | = ¢ ldentify Devices
s ¢ Understand Vulnerabilities and Risks
. ¢ Assess anc

B 4 Assess anc

¢ ASSess anc

Secure t
Secure t
Secure t

ne Perimeter
ne DMZ

ne Internal Environment
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Research is essential!

[t B e

- | = e+ www.google.com
T ¢ VVendor web sites
.+ www.securityfocus.com
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¢ Based on your research, what vulnerabilities
~ are the highest risk to your environment?




= | = ¢ ldentify Devices
¢ Understand Vulnerabilities and Risks
. | ¢ Assess and Secure the Perimeter

B 4 Assess and Secure the DMZ
¢ Assess and Secure the Internal Environment
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@& Scann

¢ Fragment
¢ UDP




Nmap

¢ Sample Options
-sS: SYN scan
-sT: TCP connect scan
-SF: FIN scan
-sX: Xmas tree scan
-SN: Null scan
-sP: ping scan
-sU: UDP scan
-SA: ACK scan
-SR: RPC scan




Nmap fragment scan

¢ nmap —f : tiny-fragment scan

17:02:59.418110 10.10.10.10 > 10.10.10.102: icmp: echo request

17:02:59.418110 10.10.10.10.45994 > 10.10.10.102.http: . ack 269371834 win 4096
17:02:59.418110 10.10.10.102 > 10.10.10.10: icmp: echo reply

17:02:59.418110 10.10.10.102.http > 10.10.10.10.45994: R 269371834:269371834(0) win 0
17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.2307: [|tcp] (frag 49783:16@0+)
17:02:59.718110 10.10.10.10 > 10.10.10.102: (frag 49783:4@16)

17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.6003: [|tcp] (frag 51187:16@0+)
17:02:59.718110 10.10.10.10 > 10.10.10.102: (frag 51187:4@16)

17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.275: [|tcp] (frag 9593:16@0+)
17:02:59.718110 10.10.10.10 > 10.10.10.102: (frag 9593:4@16)

17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.678: [|tcp] (frag 25130:16@0+)
17:02:59.718110 10.10.10.10 > 10.10.10.102: (frag 25130:4@16)

17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.344: [|tcp] (frag 33396:16@0+)
17:02:59.718110 10.10.10.10 > 10.10.10.102: (frag 33396:4@16)

17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.478: [|tcp] (frag 61393:16@0+)
17:02:59.718110 10.10.10.10 > 10.10.10.102: (frag 61393:4@16)

17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.1001: [|tcp] (frag 49516:16@0+)
17:02:59.718110 10.10.10.10 > 10.10.10.102: (frag 49516:4@16)

17:02:59.718110 10.10.10.102.2307 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.884: [|tcp] (frag 28697:16@0+)
17:02:59.718110 10.10.10.10 > 10.10.10.102: (frag 28697:4@16)

17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.47557: [Jtcp] (frag 23275:16@0+)
17:02:59.728110 10.10.10.10 > 10.10.10.102: (frag 23275:4@16)

17:02:59.728110 10.10.10.10.45974 > 10.10.10.102.6145: [|tcp] (frag 62912:16@0+)
17:02:59.728110 10.10.10.10 > 10.10.10.102: (frag 62912:4@16)

17:02:59.728110 10.10.10.102.6003 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.728110 10.10.10.102.275 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.728110 10.10.10.102.678 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.728110 10.10.10.102.344 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.728110 10.10.10.102.478 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.728110 10.10.10.102.1001 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.728110 10.10.10.102.884 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.728110 10.10.10.102.47557 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.728110 10.10.10.102.6145 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0




. ¢ nmap —v —g53 —sS —-P0 -O —p 1-65535 -0
. firewall.out Ip_address
—V: verbose mode, nmap returns additional information

—053: sets the source port number utilized for the scans

—sS: conducts a SYN scan

—P0: do not conduct pings before scanning

—p 1-65535: ports to be scanned

—0 firewall.out: output file to send the results to
Ip_address: the IP address to be scanned
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Hping2 Options (1)
o .
- == ¢ The following are the more commonly
- utilized hping options:

— -h: help

— -c: the number (count) of packets to send

— -n: numeric output only, no resolution for host
names

— -V: verbose output

— -D: debug

— -a: alternative source IP address
— -k: keep constant




— -f: split the packet into fragments

— -y: set the don’t fragment IP flag (You can
perform MTU path discovery with this option.)

— -0: set the Type of Service (TOS)

— -d: sets the data size of the packet

— -E filename: use the filename file to complete
the data in the packet

— -J or J: dumps the received packet in hex or
printable characters, respectively




File Edit Settings Help

[root@localhost hping? & JGhping? -c 2 127.0.0.1

HPIMG 127.0.0.1 {lo 127.0.0. T FoAGE=re =et, 40 headers + 0 data bytes
lep=40 ip=127.0,0,1 flag==FA OF =sec=0 t11=255 id=0 win=0 rtt=0.3 ms

len=40 ip=127.0.0.1 flags=RA OF seg=l t11=255 id=0 win=0 rtt=0.3 ms

-—- 1Z7.0.0.1 hping statistic ---

2 packets tramitted, 2 packets received, 0% packet loss
round-trip minfave/max = 0 T =

[root@localhost hping2? 4 2 -3 127.0.0,

HPING 127.0.0.1 (lo 127.0.0. G are =et, 40 headers + 0 data bytes

len=40 ip=127,0,0,1 flags=RA OF seq=0 t11=255 id=0 win=0 rtt=0.3 ns
QOO0 QOO0 Q000 Q000 Qoo Q000 0E00 4500
OOZE Q000 4000 06 Fdod 700 Q001 700
o001 0000 03Fd 0000 0000 49eh 4484 5014
QO00 1262 0000

len=40 ip=127.,0,0,1 flags=RA OF seg=l t11=255 id=0 win=0 rtt=0.2 ms
D000 QOO0 0000 0000 Q00 0000 OR00 4500
DOZE 0000 4000 ff0& 7Fdod 700 0001 700
Qoo o000 0Ffe Q000 Q000 dedd ed4d 5014
QOO0 75RO 0000

-—- 127.0,0,1 hping statistic ---

2 packets tramitted, 2 packets received, 0% packet loss
round-trip minfave/max = 0,2/0,3/0.3 ns

[root@localhost hpingZ 4 [
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. ¢ Fragmentation testing
— hping2 -V —I eth0 --data 40 --count 3 --syn —p 22
Ip_address
— hping2 -V --frag —I ethO --data 40 --count 3 --syn —p 22
Ip_address

—V: verbose mode

—| ethO: interface name

--data 40: data size

--count 3: packet count

--syn: sets the SYN flag

—p 22: sets the destination port
Ip_address: sets the destination address
--frag: split packets in more fragments




Tcpdump/Windump

¢ Capture data from the wire

22:55:09.908986 10.10.10.4.4125 > 10.10.10.1.ssh: S 1959695011:1959695011(0) win 5840 <mss
1460,sackOK,timestamp 229493][|tcp]> (DF)

22:55:09.908986 10.10.10.1.ssh > 10.10.10.4.4125: S 2896899209:2896899209(0) ack 1959695012 win 5792 <mss
1460,sackOK,timestamp 2245851[|tcp]> (DF)

22:55:09.908986 10.10.10.4.4125 > 10.10.10.1.ssh: . ack 1 win 5840 <nop,nop,timestamp 229493 2245851> (DF)

22:55:09.918986 10.10.10.1.ssh > 10.10.10.4.4125: P 1:26(25) ack 1 win 5792 <nop,nop,timestamp 2245852
229493> (DF)

22:55:09.918986 10.10.10.4.4125 > 10.10.10.1.ssh: . ack 26 win 5840 <nop,nop,timestamp 229494 2245852> (DF)

22:55:09.918986 10.10.10.4.4125 > 10.10.10.1.ssh: P 1:25(24) ack 26 win 5840 <nop,nop,timestamp 229494
2245852> (DF)

22:55:09.918986 10.10.10.1.ssh > 10.10.10.4.4125: . ack 25 win 5792 <nop,nop,timestamp 2245852 229494> (DF)
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@  TCPDump’s Role
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- ¢ Keep a sniffer on the wire to verify the
‘real’ results

— tcpdump —I ethO —n —vvv —w output.txt
 Listen on interface ethO

e Do not convert addresses to hames
 Print in very, very verbose mode
 Save the output to output.txt

— tcpdump —r output.txt
e Read the file created




Wireshark

"d! Broadcom NetXtreme Gigabit Ethernet Driver (Microsoft's Packet Scheduler) : Capturing - Wireshark QEIE|

Eile Edit Wiew Go Capture Analyze  Statistics  Help
% ﬂ ﬂ Ml Wireshar;:VCapture Options l% @l GL
Capture
EiItEFI | Interface: | Adapher Ffor generic dislup and YPM capture: \DevicelNPF_GenericDialupAdapter E |I:"'
1P address: unknown A
Mo, - Tirne: oo Buffer size: |1 o megabytels) Info
17 26.975127 19 Capture packsts in promiscuous mods 1155 = 80 [ACK] =
18 5%9.995079 0 [ Limit each packst ko bytes Chassis Id = 00:1
Step 1: Selecting ] »
Fr ar “Capture, Optionsn Capture File{s) Display Cptions
Eth or Ctrl+K brlngs up | Fie: [¥] Update list of packetsinrealtime | fl12C5:32:43 (00:06:1h;
rnt thescreentothe 1 0] usemitipe fies 1 Aot scting .200 (192.168.3.200)
I‘Igh'[. Aukamatic scralling in live capure j )
Trat s, seq: 0, Ack: O, L
H'_‘:,-"F:IE Hide capture info dislog
Mame Resolution
Step 2: Select your e " Step 3: The “Wireshark:
options and click | 5tap Copture .. e T e reeE Capture” screen tracks
Start. L after [] Enable network name resolution the number and type of
g :::: [] Enable transport name resolution; phaCketSkreceiVEd’ Whlle
— the pac ets are
o000 00 06 1b <5 32 LE .
o010 00 43 08 638 00 a [ Skart l [ Cancel l . dISplayed on the main
o020 03 CB 00 30 04 FiF - window.
0030 27 A0 ¥ 93 00 00 31 3% 0Od 0a 31 38 0a Sh Sh 33 [ T T I O I
0040 39 2c Sh 22 Ge 6F &F FOo 0 22 5d 0a 5d 0a 5d 0a od 8, ["noop "1.].]..
™™ BT ™Mo W
Broadcom Metxkreme Gigabit Ethernet Driver (Microsoft's Packet Schedul... [P 18 D: 18 M: O




= | = ¢ ldentify Devices
¢ Understand Vulnerabilities and Risks
. | ¢ Assess and Secure the Perimeter

B 4 Assess and Secure the DMZ
¢ Assess and Secure the Internal Environment




Vulnerability Assessments

.
E2 Tenable Nessus Vulnerability Scanner

MNessus _

@ welcome
3 Start Scan Task

2 Wiew Reports

Other Options
i Address Book

'E" Manage Policies

‘& Update Plugins

See Also
& Help

¥ About Messus

Welcome to Nessus Vulnerability
Scanner

Messus s a complete network vulnerability scanner which
includes high-speed checks for thousands of the most
commonly updated wulnerabilities, a wide wariety of
scanning options, an easy-to-use interface, and effective
reporting.

You can start a new scan by selecting "Start Scan Task".
Al scan results will be automatically saved, and yvou can
open them again by selecting "Jiew Reports”,

Start Scan Task

Yiew Reports

Copyright ® 2003-2007 Tenable Metwod Security, All rights reseneed.
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| N-Stalker and Nikto

N-Stalker Web Application Security Scanner 2006 - Free Edition (plus X55 Scanner)

1, &

I
o

i
+

! Fle Options Tools  Abouk

(S
'Z'-.':'l}':{-

Scan Wizard | Policies = Profile = | Current Profile [Default Config

|Web Security Audit Policies
= [ Default Policies
+- ] InFrastructure & Deploy
+- [[] Customn Policies
i Saved Sessions

&\ -Stalker

THE WEB SECURITY SPECIALISTS

Development / QA
Stage 1 of SOLC - These are the policy templates Ffor Development and 98 Security analysis, These rules
include Cross-Site scripbing and SOL Injeckion, Buffer Overflow test cases, Parameter Tampering rules,

Infrastructure / Deploy  Free Cross-Site Scripting (XSS) Scanner included

Stage 2 of SDLC - These are the policy templates For Deplovment and Infrastructure, To be used while
deploving web applications in production level, These rules include the most complete database of attack
signatures to check For vulnerabilities in web servers and 3rd-party packages (The M-Stealth Database).

+ Command Prompt

Audit /
Eeneera L -~ Toolz~nikto~nikto—1.36>perl nikto.pl
e D01 support not available <see docs for SSL install instructionsl) e

Tamperin

— Hikto 1.36-1.37
+ ERROR: Wo host =zpecified
[~ Do not show

Options:
I —Cgidirs+ Scan
' Aogis?t
:| Status: Ready —cookies print cookiesz found

—evasion+t ids evasion technigue €1-9,. see beloul

—findonly find http<s>» ports only, don’t perform a full =sc

these CGI dirs: ‘none’, 'all’, or a value like

—Format save file ¢—o) Format: htm,. csv or txt Cassumedl

—generic force full {generic? scan
—host+ target host




= | = ¢ ldentify Devices
¢ Understand Vulnerabilities and Risks
. | ¢ Assess and Secure the Perimeter

B 4 Assess and Secure the DMZ

¢ Assess and Secure the Internal
Environment




[-b|-baseline <file-or-:tag>] [-0]|-observed <file-or-:tag>]
[-op|-output-ports <ocufx>] [-of|-output-hosts <nmc>]

[-fmt]-format <terse | minimal | verbose | machine | html | htmle>]

¢ http://www.vinecorp.com/ndiff/




= Netscape 6

. File Edit Wew Search Go Bookmarks Tasks Help
|

M [ Netscape &
Missing Hosts . Ele Edit View Search Go Bookmarks Tasks Help
Changed Hosts =l = |

Missing Hosts

[ previously chssrved hosis missing from the more recent scan

New Hosts - no original poris showa ]
[ previaushy un-abserved hasts found in the mare rec
- all interesting parts shown J | 172.16.222.2 |

|Port ||Protocol||Sewiu:e Name”State |
| 172.16.222.1 | 139 e

||netbios-ssn ||open |

‘Por‘t ”Protocol”Service NameHState ‘ 16000 [cp |11 |lopen |

‘139 ”tu:p ”netbios—ssn Hopen‘
6000 [wp  [X11 |open |

back to top

back to top

Changed Hosts

[ hosts which kave changed since the ariginal scan
-- interasting changed ports shown |

Missing Hosts

[ previously observed hosts missing from the more ret | 172.16.222.128 |
-- no original ports shown | |Port||Protocol||Sewiu:e Name”Or@nal State”Observed State|

m E d% @ | Docurment: Done (0,931 secs) Izl ”th ||&p 1?216”:1:;1;:;1 ”open I

|Port||Protocol||Sewiu:e Name”Or@nal State”Observed State|
|80 |tc:p ||http ||1mlmom ”open |
m = g% @ | Crocument: Cone (0,931 secs) |




Dumpsec

r

. Somarsoft DumpSec (formerly DumpAcl) - WBC-WIN (local)
File Edit Search Report View Help

Path (except Select Computer... fccount 0Own Permission
Refresh

Permissions Report Options. ..

Dump Permissions for File System, ..

Dump Permissions for Regiskry, ..

Dump Permissions for Prinkers

Dump Permissions for Shares

Dump Permissions for Shared Directory, .,
Dump Permissions for &ll Shared Directories

Dump Users as column, ..

Dump Users as table, .,

Dump Groups as calumn, .

Dump Groups as kable, ..

Dump Users as kable Fast (names only)

Dump Palicies
Dump Rights
Dump Services., .,
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& | Web Applications

=+ Many proxy based tools exist
— Paros — Default port 8080

— WebScarab — Default port 8008

& = ¢ Scan for “customized” application
vulnerabilities

¢ Specialize tests based on the developed
application




r

: ‘# Untitled Session - Paros
il Eile Edit

Yiew Analyse Repork Tools  Help

mq

=-{C3) Sites
[ﬁ htkps sk atse, webtrendslive. com
IE hiktp: [ e, google-analytics, com
[ﬁ hikkps | e . googleadservices. cam
E}[h hkkp: | sy isaca.org

I‘ GET: Template, cfm( ContentID, Secti

[#1-{75) Graphics

- Images

[#-{.7) graphics

# Policy

=-Plugin Cateqory
%----Infurmatiu:un gathering
;----Client browser
;----Server security
;----Miscellenaus

O - jchion

&

Tesk Mame

SOL Injection Fingerprinking

Enabled

CRLF injection

Server side include

_ross site scripking

Cross site scripking without brackets

Parareker kampering

SCL Injeckion

M2 0L Injection Enumeration

K= EE|E|(=| ==

1  GET hitp:fweeea iSaca.orgl

17 GET
28 GET

200 ok

3 GET hitp: e goodleadsenices comfpageadiconversion/1 0696101 a9 exdclk?r.. 200 Ok
hitp:Mssne isaca.orgMemplate.cfim?Section=2ecurity&Template=TagnedFa... 200 Qi
hittpcihnanti_ oodleadsenices camipadgeadicanversions1 0696101 a9extelk?r.. 200 Ok

Histary | Spider | Alerts | Output




WebScarab

B webScarab
File iew Tools Help

XSS/CRLF rSessiunID Analysis |/S[:ripted rFragments |/Fuzzer rCumparE rSEarch |
}f Summary r Messages r Proxy |/ Manual Request |/ WebSenvices r Spider r Extensions

[ | Tree Selection filters conversation list

Ll | Methods | Status |F'|:|ssit:|le Inj...| Injection | Set-Cookie | Comments | Scripts |
o= [ hitp:ifstatse webtrendslive.car
o= [ hitp:iwesew.google-analtics o
o= ] hitpoiweani googleadservices.
o= [ httpoifwessi isaca. org: 800

o h AR R A A R R A R A R B R AR R RS AL R R R A R A R R A A N R A R S AR R R R L AL R A R R A A N R R B AR R R R R A R R B A T L R B A A N S R R S R R R e A T L B R B S A T R T L S R A R S L R L A R R B R A R S R B A A RS R R R AL R R R R A I R AR R R A N R R AR AR R R AL R AR R R AL AR R AR R R,
IO+ Date Methaod Hiost Fath Farameters Status Diriin Foss
200FM0M T |\GET hitpeiiasnsey isaca.org: 30 IGraphicsiHome_templates.. 200 O P ooy
2007101 7. [GET hitpefistats e webtrends|iv.. [fdosrulh300000kvpd seSuy... [PEdesdat=1192. 200 Ol P roy
2007101 7. [GET hitpefistats e webtrends|iv.. [fdosrulh300000kvpd seSuy... [PEdesdat=1192. 200 Ol P roy
2007101 7. [GET hitpchenen google-anahkdi... [ utmegif Futrmwe="1 &utrm... [200 Ok P roy
2007101 7. [GET hitpoffenen googleadsern. . [ipageadiconversion 06961 .. [frandom=1192 ... |200 Ol P roy
20071017 [GET hitpc e isaca.org: g0 Memplate. cfim TEection=Secur..|200 Ok Prosey




Summary

- ¢ Overview of the auditor's role

- e Strategy for Network Audits

¢ Stimulus-Response Testing

¢ Examples of key tools and techniques used
to conduct stimulus-response testing




>« Quality Network Audits are hard to do well,

but 1t Is possible with the right strategies
and tools!




More Information and Resources

¢ SANS Audit 507

—  http://www.sans.org/athome/
— https://www.sans.org/registration/register.php?conferenceid=7191

www.tcpdump.org

www.wireshark.org
www.insecure.org/nmap/download.htmi
WWW.NESSUs.org
www.insecure.org/nmap/nmap-fingerprinting-article.html
www.nstalker.com
www.cirt.net/code/nikto.shtml
www.vinecorp.com/ndiff/
www.systemtools.com/download/dumpacl.zip
WWW.0wasp.org
Www.parosproxy.org/index.shtml

¢
¢
¢
¢
¢
¢
¢
¢
¢
¢
¢




