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AgendaAgenda

♦Overview of the auditor's role♦Overview of the auditor s role

S f k A di♦ Strategy for Network Audits

♦ Stimulus-Response Testing

♦Examples of key tools and techniques used 
to conduct stimulus response testing
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Auditor’s RoleAuditor s Role

♦Aligns the IT strategy with the enterprise♦Aligns the IT strategy with the enterprise 
strategy

♦Assist with managing the risks in the 
i d l d i f ITongoing development and operation of IT 

systems
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Why perform Network Audits?Why perform Network Audits?

♦Prevention is the best medicine!♦Prevention is the best medicine!
♦Part of a ‘Defense in Depth’ strategy 
♦Identify potential intrusion
♦Identify extent of a compromise♦Identify extent of a compromise
♦Answer the question: How do you 

know?
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StrategyStrategy

♦ Identify Devices♦ Identify Devices
♦Understand Vulnerabilities and Risks

A d S h i♦Assess and Secure the Perimeter
♦Assess and Secure the DMZ
♦Assess and Secure the Internal Environment

Use 
Stimulus-Response 
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SuperscanSuperscan

♦ Ping hosts♦ Ping hosts
♦ Port Scan hosts
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Fingerprinting DevicesFingerprinting Devices

♦Active♦Active
– Queries the machine for information

P i♦ Passive
– Sniffs passing traffic for information
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Active FingerprintingActive Fingerprinting
♦ Send a packet and look at the response. p p

– Change the flags for the packet
– ISN numbers
– Initial windows size
– Handling of ICMP messages
– TOS fieldTOS field
– TCP options
– How fragmentation is handled

♦ Paper
– www.insecure.org/nmap/nmap-fingerprinting-

article html
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Passive FingerprintingPassive Fingerprinting

♦ Passively watch for information during♦ Passively watch for information during 
communication

TTL– TTL
– Window Size

Don’t fragment bit– Don’t fragment bit
– TOS
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Critical DevicesCritical Devices

♦Make sure you know where the critical♦Make sure you know where the critical 
devices are
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StrategyStrategy

♦ Identify Devices♦ Identify Devices
♦Understand Vulnerabilities and Risks

A d S h i♦Assess and Secure the Perimeter
♦Assess and Secure the DMZ
♦Assess and Secure the Internal Environment
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Research is essential!Research is essential!

♦www google com♦www.google.com
♦Vendor web sites

i f♦www.securityfocus.com
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Think like an attackerThink like an attacker…
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PrioritizePrioritize

♦Based on your research what vulnerabilities♦Based on your research, what vulnerabilities 
are the highest risk to your environment?
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StrategyStrategy

♦ Identify Devices♦ Identify Devices
♦Understand Vulnerabilities and Risks

A S i♦Assess and Secure the Perimeter
♦Assess and Secure the DMZ
♦Assess and Secure the Internal Environment
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ScanningScanning

♦ ICMP♦ ICMP
♦ SYN

C S l h♦TCP Stealth
♦ Fragment
♦UDP
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NmapNmap
♦ Sample Options♦ Sample Options

– -sS: SYN scan
– -sT: TCP connect scan
– -sF: FIN scan
– -sX: Xmas tree scan
– -sN: Null scan
– -sP: ping scan

U UDP– -sU: UDP scan
– -sA: ACK scan
– -sR: RPC scan
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– -sR: RPC scan



Nmap fragment scanNmap fragment scan
♦ nmap –f : tiny-fragment scan p y g

17:02:59.418110 10.10.10.10 > 10.10.10.102: icmp: echo request
17:02:59.418110 10.10.10.10.45994 > 10.10.10.102.http: . ack 269371834 win 4096
17:02:59.418110 10.10.10.102 > 10.10.10.10: icmp: echo reply
17:02:59.418110 10.10.10.102.http > 10.10.10.10.45994: R 269371834:269371834(0) win 0
17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.2307: [|tcp] (frag 49783:16@0+)
17:02:59.718110 10.10.10.10 > 10.10.10.102: (frag 49783:4@16)( g @ )
17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.6003: [|tcp] (frag 51187:16@0+)
17:02:59.718110 10.10.10.10 > 10.10.10.102: (frag 51187:4@16)
17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.275: [|tcp] (frag 9593:16@0+)
17:02:59.718110 10.10.10.10 > 10.10.10.102: (frag 9593:4@16)
17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.678: [|tcp] (frag 25130:16@0+)
17:02:59.718110 10.10.10.10 > 10.10.10.102: (frag 25130:4@16)
17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.344: [|tcp] (frag 33396:16@0+)
17:02:59.718110 10.10.10.10 > 10.10.10.102: (frag 33396:4@16)( g @ )
17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.478: [|tcp] (frag 61393:16@0+)
17:02:59.718110 10.10.10.10 > 10.10.10.102: (frag 61393:4@16)
17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.1001: [|tcp] (frag 49516:16@0+)
17:02:59.718110 10.10.10.10 > 10.10.10.102: (frag 49516:4@16)
17:02:59.718110 10.10.10.102.2307 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.884: [|tcp] (frag 28697:16@0+)
17:02:59.718110 10.10.10.10 > 10.10.10.102: (frag 28697:4@16)
17:02:59.718110 10.10.10.10.45974 > 10.10.10.102.47557: [|tcp] (frag 23275:16@0+)17:02:59.718110 10.10.10.10.45974  10.10.10.102.47557: [|tcp] (frag 23275:16@0 )
17:02:59.728110 10.10.10.10 > 10.10.10.102: (frag 23275:4@16)
17:02:59.728110 10.10.10.10.45974 > 10.10.10.102.6145: [|tcp] (frag 62912:16@0+)
17:02:59.728110 10.10.10.10 > 10.10.10.102: (frag 62912:4@16)
17:02:59.728110 10.10.10.102.6003 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.728110 10.10.10.102.275 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.728110 10.10.10.102.678 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.728110 10.10.10.102.344 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.728110 10.10.10.102.478 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
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17:02:59.728110 10.10.10.102.478  10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.728110 10.10.10.102.1001 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.728110 10.10.10.102.884 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.728110 10.10.10.102.47557 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0
17:02:59.728110 10.10.10.102.6145 > 10.10.10.10.45974: R 0:0(0) ack 1402132342 win 0



Scan for ServicesScan for Services
♦ nmap –v –g53 –sS –P0 –O –p 1-65535 –o♦ nmap v g53 sS P0 O p 1 65535 o 

firewall.out ip_address 
– –v: verbose mode, nmap returns additional information
– –g53: sets the source port number utilized for the scans
– –sS: conducts a SYN scan
– –P0: do not conduct pings before scanning 
– –p 1-65535: ports to be scanned

fi ll t t t fil t d th lt t– –o firewall.out: output file to send the results to
– ip_address: the IP address to be scanned 
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Hping2 Options (1)Hping2 Options (1)
♦The following are the more commonly♦The following are the more commonly 

utilized hping options:
– -h: helpp
– -c: the number (count) of packets to send
– -n: numeric output only, no resolution for host p y

names
– -V: verbose output
– -D: debug
– -a: alternative source IP address

k k
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– -k: keep constant



Hping2 Options (2)Hping2 Options (2)
– -f: split the packet into fragmentsf: split the packet into fragments
– -y: set the don’t fragment IP flag (You can 

perform MTU path discovery with this option.)p p y p )
– -o: set the Type of Service (TOS)
– -d: sets the data size of the packetd: sets the data size of the packet
– -E filename: use the filename file to complete 

the data in the packete d e p c e
– -j or J: dumps the received packet in hex or 

printable characters, respectively
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Hping2Hping2
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Fragmentation with HpingFragmentation with Hping
♦ Fragmentation testingg g

– hping2 –V –I eth0 --data 40 --count 3 --syn –p 22 
ip_address
h i 2 V f I th0 d t 40 t 3 22– hping2 –V --frag –I eth0 --data 40 --count 3 --syn –p 22 
ip_address

• –V: verbose mode
• –I eth0: interface name
• --data 40: data size
• --count 3: packet count
• --syn: sets the SYN flag
• –p 22: sets the destination port
• ip_address: sets the destination address
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• --frag: split packets in more fragments



Tcpdump/WindumpTcpdump/Windump

♦Capture data from the wire♦Capture data from the wire

22:55:09.908986 10.10.10.4.4125 > 10.10.10.1.ssh: S 1959695011:1959695011(0) win 5840 <mss 
1460,sackOK,timestamp 229493[|tcp]> (DF)

22:55:09.908986 10.10.10.1.ssh > 10.10.10.4.4125: S 2896899209:2896899209(0) ack 1959695012 win 5792 <mss 
1460,sackOK,timestamp 2245851[|tcp]> (DF)

22:55:09.908986 10.10.10.4.4125 > 10.10.10.1.ssh: . ack 1 win 5840 <nop,nop,timestamp 229493 2245851> (DF)
22:55:09.918986 10.10.10.1.ssh > 10.10.10.4.4125: P 1:26(25) ack 1 win 5792 <nop,nop,timestamp 2245852 

229493> (DF)
22 55 09 918986 10 10 10 4 4125 > 10 10 10 1 h k 26 i 5840 < ti t 229494 2245852> (DF)22:55:09.918986 10.10.10.4.4125 > 10.10.10.1.ssh: . ack 26 win 5840 <nop,nop,timestamp 229494 2245852> (DF)
22:55:09.918986 10.10.10.4.4125 > 10.10.10.1.ssh: P 1:25(24) ack 26 win 5840 <nop,nop,timestamp 229494 

2245852> (DF)
22:55:09.918986 10.10.10.1.ssh > 10.10.10.4.4125: . ack 25 win 5792 <nop,nop,timestamp 2245852 229494> (DF)
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TCPDump’s RoleTCPDump s Role

♦Keep a sniffer on the wire to verify the♦Keep a sniffer on the wire to verify the 
‘real’ results

tcpdump i eth0 n vvv w output txt– tcpdump –i eth0 –n –vvv –w output.txt
• Listen on interface eth0
• Do not convert addresses to namesDo not convert addresses to names
• Print in very, very verbose mode
• Save the output to output.txt

– tcpdump –r output.txt
• Read the file created
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WiresharkWireshark

Step 1: Selecting 
“Capture, Options” 
or Ctrl+K brings up 
h hthe screen to the 

right.

Step 2: Select your 
options and click

Step 3: The “Wireshark: 
Capture” screen tracksoptions and click 

Start.  
Capture  screen tracks 
the number and type of 
packets received, while 
the packets are 
displayed on the main 
window.
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StrategyStrategy

♦ Identify Devices♦ Identify Devices
♦Understand Vulnerabilities and Risks

A d S h i♦Assess and Secure the Perimeter
♦Assess and Secure the DMZ
♦Assess and Secure the Internal Environment
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Vulnerability AssessmentsVulnerability Assessments
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N-Stalker and NiktoN-Stalker and Nikto
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StrategyStrategy

♦ Identify Devices♦ Identify Devices
♦Understand Vulnerabilities and Risks

A d S h i♦Assess and Secure the Perimeter
♦Assess and Secure the DMZ
♦Assess and Secure the Internal 

Environment
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NDiffNDiff
♦Options available♦Options available
# ndiff

ndiff [-b|-baseline <file-or-:tag>] [-o|-observed <file-or-:tag>]ndiff [ b| baseline <file or :tag>] [ o| observed <file or :tag>] 

[-op|-output-ports <ocufx>] [-of|-output-hosts <nmc>] 

[-fmt|-format <terse | minimal | verbose | machine | html | htmle>] 

Open
Closed
Filtered
Unfiltered

New hosts
Missing hosts
Changed hosts

♦ http://www.vinecorp.com/ndiff/
Unknown
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Ndiff OutputNdiff Output
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DumpsecDumpsec
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Web ApplicationsWeb Applications

♦Many proxy based tools exist♦Many proxy based tools exist
– Paros – Default port 8080

WebScarab Default port 8008– WebScarab – Default port 8008
♦ Scan for “customized” application 

l bilitivulnerabilities
♦ Specialize tests based on the developed 

application
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ParosParos
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WebScarabWebScarab
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SummarySummary

♦Overview of the auditor's role♦Overview of the auditor s role

S f k A di♦ Strategy for Network Audits

♦ Stimulus-Response Testing

♦Examples of key tools and techniques used 
to conduct stimulus response testing
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ConclusionConclusion

♦Quality Network Audits are hard to do well♦Quality Network Audits are hard to do well, 
but it is possible with the right strategies 

and tools!and tools!
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More Information and ResourcesMore Information and Resources
♦ SANS Audit 507

– http://www.sans.org/athome/ 
– https://www.sans.org/registration/register.php?conferenceid=7191

♦ www.tcpdump.org
♦ www wireshark org♦ www.wireshark.org
♦ www.insecure.org/nmap/download.html 
♦ www.nessus.org
♦ i / / fi i ti ti l ht l♦ www.insecure.org/nmap/nmap-fingerprinting-article.html
♦ www.nstalker.com
♦ www.cirt.net/code/nikto.shtml

i / diff/♦ www.vinecorp.com/ndiff/
♦ www.systemtools.com/download/dumpacl.zip
♦ www.owasp.org

/i d ht l
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♦ www.parosproxy.org/index.shtml


