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PCI Data Security Standards
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® PCI Data Security Standard (DSS)

B PCI DSS is a multifaceted security standard that includes requirements for security
management, policies, procedures, network architecture, software design and other
critical protective measures

B Commonly referred to as “The Digital Dozen” by those in the industry

B Relative to all retailers handling cardholder account information wherever it is
stored, processed, or transmitted

More info available at www.pcisecuritystandards.org




PCI PIN Security Standards
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Visa International

M Involves both device security and device management
B Resist attacks on the device with physical and logical security protections
B Protect from unauthorized modifications during manufacturing and key loading

B Similar to ANSI X9 PIN standards that have been in place for many years

More info available at www.pcisecuritystandards.org




PCI PIN Security Standards
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Device Classifications

PIN Entry Device
(PCI PED)

Encrypting PIN Pad
(PCI EPP)

Unattended Payment
Terminal (PCl UPT)

B Current device classifications include:
B PIN Entry Devices (PED) — traditional counter-top style card reader/pin pads

B Newest classification is for Unattended Payment Terminals (UPT)

B Encrypting PIN Pads (EPP) — commonly found in Automated Teller Machines

B Includes Kiosks, Vending Machines, Automated Fuel Dispensers (AFDs), etc.
B Currently in draft version being circulated to industry providers for review




PCI PIN Security Standards

Visa has taken the lead in specifying compliance mandates

VISA

Mandates Summary

accepting PIN debit transactions
B July 2010 globally —

All transactions originating at POS PEDs must be encrypting PINs using TDES from
the point of transaction to the Issuer (end-to-end).

Impact — TDES-capable PCI certified keypads required on all dispensers
accepting PIN debit transactions

M Additional association mandates are expected once the Unattended Payment
Terminal (UPT) requirements have been published




PCI PIN Security Standards

Canadian marketplace is seeing similar mandates

Mandates Summary

Impact — Interac certified hardware required on all dispensers accepting PIN
debit transactions

M Visa Canada

B October 2007 — All newly deployed unattended POS PIN acceptance devices must
contain an EPP that has passed testing by a PCI recognized laboratory and is
approved by Visa for new deployments

B October 2010 — Chip & PIN migration liability shift

Impact — TDES-capable PCI certified keypads required on new dispensers
accepting PIN debit transactions




Why New Standards and Why Now?

Significant growth in card use at retail petroleum sites

Retail Petroleum Card Usage

W Cards have surpassed cash as dominant payment form at convenience stores
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Why New Standards and Why Now?

Fraud incidents at the dispenser are on the rise

Organized Crime Involvement

B Able to operate in high-temp conditions
inside electronics cabinet

M Obtaining skills to overcome technology
challenges

B Specialized knowledge (interface
protocols, electronics)

M Sophistication of new attack methods are
finding ways to circumvent existing
defenses

Fraud Growth Contributors

estaurants

B Station operators not diligent in routine
inspections

B Need education and best practices
information

B Easy access to dispensers

B Common keys readily available for some
models

B Past fraud focus has been on in-store
skimming




Payment Card Fraud in the News



Areas of Concern at the Dispenser

Example attack scenarios — Skimming PINs and Card Data

Keypad Cables PIN Entry Observation




Attack Scenarios

Keypad Cables

Scenario Details

Example Devices

Scenario Attributes

MW Access to dispenser electronics

B Unobserved installation or collusion Q
with site personnel

B Undiscovered equipment

M Specialized knowledge of keypad
electronics and interfaces




Attack Scenarios

PIN Entry Observation Cameras

Scenario Details Example Devices

O

M Extensive access to dispenser
electronics for on-site modifications

B Collusion with site personnel

M Specialized knowledge of electrical
interface

B Substantial investment in devices
and technology




Attack Scenarios

Card Reader Cables and Electronics

Scenario Details Example Devices

Scenario Attributes

MW Access to dispenser electronics

B Unobserved installation or collusion
with site personnel

M Undiscovered equipment

B Specialized knowledge of card
reader electronics and interfaces




Current Market Situation

The marketplace is vulnerable to these new types of attacks

Multiple Generations of Equipment

M Access to sensitive electronics easier on older models
B Some have tamper-resistant encrypting pin pads as standard offering, others do not

B Use of non-encrypting keypads with standard mag-stripe card readers is of
particular concern as it provides thieves with access to both sensitive card and
PIN data with little chance of detection by the cardholder

B Some industry insiders estimate the number of these vulnerable dispensers still in
operation to be more than half of the current market population




Increasing Defensive Measures
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New product introductions raising the level of equipment security

Interac

B Soon to be available on new dispensers and as a retrofit for many existing models
currently in the market

B Enhanced Security to Meet Increasing Demands of Security Regulations
M Increased resistance to PIN disclosing bugs and track data skimming
B Card Reader Protection/Secure Communications
M Deterring visual observations of cardholder’s PIN entry
M Protections against unauthorized removal of the devices from the terminal




Preparing for PCI Compliance

How can | be prepared?

Protect your customers and your reputation today

B Reduce access to sensitive payment electronics by replacing standard locks with
site specific versions

B Put defensive measures in place improve security of your forecourt
M Educate staff to increase awareness of fraud potential
M Establish periodic/frequent inspections of equipment for evidence of tampering

M Security cameras should be trained on AFDs whenever feasible to discourage
unauthorized access

B Develop a comprehensive mitigation strategy to reduce fraud potential at your sites




Preparing for PCI Compliance

How can | be prepared?

Protect your customers and your reputation tomorrow

® Determine equipment migration strategy with your equipment providers
B Perform an inventory of your existing equipment population

B Implement a combination of dispenser upgrades and replacements depending on
age of existing equipment and upgrade/retrofit kit availability

B Consider deployment of certified pay at the pump hardware as soon as it
becomes available - even if ahead of scheduled mandates

B Deploy configurations that protect both PINs and sensitive cardholder data
B Choose configurable solutions that provide flexibility for future requirements




Preparing for PCI Compliance

Summary of Key Messages

M Security mandates are timely considering:
M The industry has seen significant growth in card use at retail petroleum sites
M Fraud incidents at the dispenser are on the rise

W Security levels vary widely for existing equipment in the marketplace
B Dresser Wayne is bringing compliant product to market ahead of deadlines

B Defensive measures today will help protect your sites while preparing for PCI
compliance tomorrow

B Deploy certified hardware as soon as it becomes available




Thank You!
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