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 How Bad Is The Problem?

 Case History Examples Illustrate Insider Network Vulnerabilities 

and Effective Insider Defenses

 Insider Threat Mitigation: Assessment, Deterrence, Protection, 

Alerting, Detection, and Enforcement

 The Insider’s Tool of Choice: Network Spy Devices - Weapons of 

Attack for Hardened Internal Targets

 New Methods of Insider Threat Detection

 Questions & Answers

Presentation Overview



SPECIAL NOTE: 

THE ONLINE HANDOUT VERSION OF THIS 
SLIDE SHOW CONTAINS A TRUNCATED 

OUTLINE ONLY OF THIS SESSION.

GRAY HAT RESEARCH CUSTOMER CASE 
HISTORY EXAMPLES AND PROPIETARY 

METHODOLOGY SLIDES HAVE NOT BEEN 
INCLUDED.



How Bad Is The Problem?



Insider Threats in the News

• The Enemy Within- Geeks, squatters and saboteurs threaten corporate 
security

• Banks to blacklist rogue workers in fraud fight

• Massive insider bank security breach uncovered in N.J. - 500,000 victims 
alleged

• 'Stealing from the Collection Plate' -Fraud Magazine

• The Enemy Inside: Insider Theft Costs $400 Billion a Year –CSO online

• Nightmare On Wall Street: USB PaineWebber Suffers Vicious Insider 
Attack

• Stealing PINs lands former Verizon Wireless employee a prison term

• Company Spy- The Case of the $100 Million Blueprints

• Larry McPhillips hacks company he founded, commits $500,000 fraud

• Former Employee Charged With Intercepting E-Mail, faces up to 15 years 
in prison

• Employee Trio charged with stealing Coca-Cola trade secrets

• Former Employee Stole $270,000 from Chalmette Bank, was hired by 
Capital One -FBI



Recent Insider Bank Robbery – Nov. 2007



AOL Network Administrator Sells 92M Records



Bank Vice-President Steals $525,000



Insider Threat Statistics



The Problem Is Widespread



Insider Threat Mitigation: 

Assessment, Training, Deterrence, 
Detection, and Enforcement



• Implement background checks and drug testing for all employees on a pre-

employment basis. Implement random checks for all existing employees (or better)

• Retain a signed Acceptable Network Use Policy agreement for each employee

• Company security policies must be comprehensive and contain specific procedural 

details. This prevents ambiguity and “wiggle room”

• All employees should be periodically re-trained in the company’s security policies

• Adhere to the Principal of “Least Privilege”: ordinary company users should not 

have administrative access to their workstations (a network redesign may be 

necessary)

• Enforce strict Separation of Duties: all network Administrator roles and duties can 

be separated, without exception.  

• Implement internal network compartmentalization to contain threats within specific 

zones, and implement enterprise auditing at each zone’s boundary.

• Deploy enterprise class auditing to provide real time alerting services

• Treat all violators with consistent, predictable enforcement behavior

• Reward employees for identifying internal poor behavior.

Finally, new and improved Personnel test and evaluation methods 

exist which will be discussed at the conclusion of this section.

How To Mitigate the Insider Threat



New Methods of Insider Threat 
Detection



Does A Way Exist to Accurately Detect 

Insider Threats Before They Can Strike, 

NOT After?

Answer: 

Fortunately for all 

of us: Yes.

Insider Threats Impact All Organizations



Mitigating the Insider Threat



Lee Marshall



This profile was 

constructed blind 

from a remote 

analysis of the 

subject’s 

photograph and 

resume. This 

analysis later 

proved to be spot 

on accurate.



How Does It Work?
Psychological Profiling Introduction

• The Federal Bureau of Investigation’s Behavior Science Unit in 
Virginia conducts the majority of psychological profiling based 
research of criminals in the United States 

• Gray Hat Research has developed its own proprietary system 
separately from the FBI.  Our system is entirely complimentary with 
the FBI’s system.

• It is a proven, effective approach to solving complex cyber crimes, 
and even predicting criminal behavior well in advance, without relying 
on prior evidence or even suspicion a crime of any kind

• Profiling may be done through:

1) In-person or over the phone contact;

2) Photography analysis;

3) Resume analysis.  

• A combination of all three techniques is highly precise, specific and 
detailed in the depth and extent of findings

• The process is completely clandestine. Suspects have no way to 
know that an investigation is even taking place, never mind how or 
why.



An informative video 

overview will play next.



Class Motto for our Advanced Cyber Crimes Investigations Course:

“No logs, no evidence, no suspects, and no obvious 

place to begin?  NO PROBLEM!”

Next Class Date:

• March 11 - 14: Montgomery College, Houston, Texas

Want To Learn More?



Leave a Business Card or Sign up for our 
security newsletter at:

www.grayhatresearch.com



Questions
?

Gray Hat Research Corporation

Join our email list.  Sign up at:

www.grayhatresearch.com

Or email: info@grayhatresearch.com

Thank You For Attending!

ISACA Houston Chapter Meeting


