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What is a Rootkit, Anyway?

© Hoglund and Butler write in “Rootkits: Subverting the Windows
Kernel”:

CE

A rootkit is a set of programs and code that allows a permanent or consistent,
undetectable presence on a computer.
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© Mark Russinovich’s original definition:

Software that hides itself or other objects, such as files, processes, and Registry
keys, from view of standard diagnostic, administrative, and security software.
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Evolving Definitions

© Hoglund’s revised definition from Rootkit.com on
February 4:

CE

A rootkit is a tool that is designed to hide itself and other processes, data, and/or
activity on a system.
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© When Mark Russinovich publicized the Symantec NProtect rootkit, he (
gualified his definition:

Its rootkit-like if it benefits the user, otherwise it's a rootkit
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The History of Rootkits

© The first rootkit was actually the first PC virus, Brain

o Appeared in January 1986

o Infects boot sector and hooks BIOS INT 13 to provide view of uninfected boot
sector

O First use of “rootkit” label on SunOS in 1994

© Root is UNIX super user

o “Rootkit” was collection of tools for obtaining and maintaining root access
» Replacements for system processes such as ps, Is
» Compromised processes omit malware-related output

© Rootkits started appearing on Windows in the late 1990s



Modern Rootkits

© Rootkits can hide virtually anything:

© Processes

o Files, directories, Registry keys
o Services, drivers

o TCP/IP ports

© There are several types of rootkit technology:

o User-mode hooking

o Kernel-mode hooking

© Code patching

o Hiding in other processes

@ www.rootkit.com is the primary rootkit forum



The Evolution of Malware

& Malware, including spyware, adware and viruses want to be hard to detecﬂ | \
and/or hard to remove

© Rootkits are a fast evolving technology to achieve these goals (\_)

@ University of Connecticut found a rootkit on a server in June that had been there for two years- f

/

@ There’s been a steady growth in rootkit-based malware over the last year:

o W32.Maslan.A@mm

o W32.0pasa@mm

© Trojan.Comxt.B

o Backdoor.Shellbot

o Backdoor.Ryejet

o The list goes on and on...
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RootkitRevealer

© RootkitRevealer (RKR) runs online

© RKR tries to bypass rootkit to uncover cloaked objects

CE

o All detectors listed do the same
© RKR scans Registry and the file system <

o Performs Windows APl scan and compares with raw data
structure scan
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RootkitRevealer

Filtered Windows API

omits malware files and keys Rootkit f

Malware files and keys

are visible in raw scan
Raw file system,

K Raw Registry hive /
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Discovery

e
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e

e

' Late October, 2005: RootkitRevealer reports hidden files and

directories

Examined system-call table with Windbg

o Saw evidence of system-call hooking by Aries.sys

© Looked at Aries.sys company name: “First 4 Internet”

o Web site advertised DRM solutions

' Suspected connection with content-protected CD

' Confirmed by watching with Filemon



Sony’s Rootkit Revealed

& RootkitRevealer - Sysinternals: www.sysinternals.com

Ble Oprions Help
Path Timestamp Size  Description
¥ HELM\SOFTWARE \Jsys$reference 1072972005 523 AM Dbptes  Hudden from wWindows 4P
ﬂ' HELMASYSTEMAControdS et 001 \Servicas \ Sepetamas 1029/ 2005 &4 P Dbstez  Hudden fiom Wirndoves AP
ﬂ HELMASYSTERM CantrolS et 000 S ervice s\ Espsficar 10429, 2005 645 P Obyte:  Hudden om 'Windoves AP
EHKLH'-SYS TEMAControfS ef001 WS ervices\Sopeborates 1029,/ 2005 647 P Dbgte:  Hiddes friom YWWindoves 4F1.
#F HELMASYSTEMAControlS et 001 45 ervicas' Say D RMS srve 10729/ 2005 300 P Dbtz Hadden from Windows AP,
ﬂ"HKLM'\.S"T'STEH'\EmIrEE a0 S erwvicesh fayrtoct 1029/ 2005 643 P Dbyte:  Hidden fnom Windoves &F1
i HELMASYS TEMAControlS et 0035 ervicashBepsfanes 10/29/2005 646 PM Obnte:  Hadden from Windows AP
' HELM\SYSTEM\Controls st DDA ervices\ Bspsteor 10,29/ 2005 6:46 P Dkytes  Hidden rom Windovws 4P
ﬂ' HELMAEYSTEMAControla et D3NS envices\ Bepedicraten 10523/ 2006 &:47 P Dbytez  Hudden fiom Wirdoves AP
i HELM\SYSTEM\ControlS et 0035 ervices\ Ssps$DRMS srves 10/29/2005 646 P Dbtz Hidden from wWindows AP,
ﬂ[:'\"-'-"IND O Shepstem 3 fadca di 1029/ 2005 5: 23 A B3 00KER Hidden from Windows &F.
G CANWIND O Shapstem 32 Fapsdhlesystem 1053122005 %42 &M Obstes  Hadden from Windowes 4P,
A vwWINDOWS eystem 3B feyadflespstemt SrystDRMS erven e 100429/2005 302 PM 30000 KB Haddes from ‘Windows AF,
| CAWINDOWS \aypstem 32\ fayshlesystem' $sysfparking 10429/ 2005 523 &M 2 ER  Hudden from Wndows AP
= CWWIND O Shpstem 320 by dilesyctem aties sus 10/31/2005 542 AM EZS KR Hidden from Windoves AP
E CAWIND O Shepstem3 2 Fapsdhlespstemcrater sy 1029,/ 2005 5:23 AM 1N.50EB  Huddesn from “Windowes AP
ﬂE W INDDW S spstem 35 Fapsdhlesystem\DbgHelp, ol 10/29/2005 5: 23 AM 747 S0ER  Hidden from windoves AP,
H| CAWINDOW S apstem3 2 s Philespstemibim syz 10/°29/2005 302 P 1013EE  Hiddesn from Windows AP
ﬁ CWWIND O Shepatem I 2 favsdhlespstemioct sps 10/29/2005 523 AM 11.75EE  Hudden from windoves AP,
ﬂl: WWIND O Shagstem 325 ey dhilesaten ' Unicows dl 10/29/2005 523 AM 2A0E5 KB Haddesn from Windows AP,
1 CwaND W S apstem 3 beystupotondsxe 10292005 5:.23 Ak TR ER  Hudden fnom 'Windowes &P
= CWWIND O Shapestem 320 drrversh dzysfoon ys 1029/ 2005 523 A 1013 KR Hiddes from Windows 4P
Scan complete: 22 decrepancies found




Announcement

© Published “Sony, Rootkits and
Digital Rights Management Gone

Too Far” Blog post on October 31 SONY
O Immediate media attention: e

o /.d that evening (story covered

— = |

on /. over 15 times) ey siory T
e AP, CNET, NY Times, CD woes may have
USA Today, BBC, CBC, had roots in merger

Rolling Stone, Billboard,
Business Week,...

It sounded like music to record executives’ ears

© Several viruses took advantage of the cloak

e AV, including Microsoft, start disabling the cloak

© DHS says “Its your content, not your computer”



Foxtrot

DD You HEAR How
SONY WAS oUTED
FOR INCLUDING MASTY
DR™ SOFTWARE oW
CERTAIN MUSIC CDs?

IF YouU FLAY onE oN A
PC, 1T INVISIBLY INSTALLS
STUFF WNTo YOUR SYSTEM
THAT VIRUS WRITERS CAN

WUSE To HIDE ALL KwDS

of MALICIioUS CoDE.
f

MAKES Yol FEEL
SORRY FOR PEOPLE
WHO BoUGHT
THE MEW CELINE




Sony’s Response

© November 4. Thomas Hesse, head of Sony digital business states
in NPR interview:

“Most people, | think, don't even know what a
Rootkit is, so why should they care about it?”

© Then Sony released patch to remove cloak

© Required registration
© Doubled as update to DRM code
o Available only as ActiveX control that contained security vulnerabilities

© On November 16 Sony announced recall, consumer trade-in
program and plans to release stand-alone uninstaller



Sony Feels Bad

USER FRIEMDLY by .J.D. "llliad" Frazer

WHAT OPTIONS
DO WE HAVE?

GIVEN THE
OUTRAGE IN THE MARKET
I THINK WE HAVE TO RECALL
ALL OF THE CDS. REPLACE

THEM WITH ONES THAT
HAVE NO DEM SOFTWARE.
AND APOLOGIZE.

-

IMad™ Frazer HITR:/AWW.USERFRIENDLY.ORG)

- - r 7
COPTRIGHTE) 2008 2. ™

IT WAS ALL 600D UNTIL
THE "APOLOGIZE" PART

\ MY MISTAKE. SIR. WE
TELL THEM THAT WE
"FEEL BADLY FOR THEIR

MISFORTUNE" THEN.




Legal Action

© Lawsuits started flying:

o 5 class-action lawsuits filed
o Electronic Freedom Foundation (EFF) files suit
o Texas Attorney General sued for violations of Texas Antispyware law
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© Mark served as expert for NY attorney Scott Kamber
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o Kamber filed first action November 1 so had national class

© Kamber and Sony reached a quick settlement:

November 21: Scott meets with Sony attorneys
December 29: Settlement filed in court
January 9: Preliminary approval

Final hearing: May 22
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Antimalware Isn’t Enough

SECURITY SUITES BLOCKING REMOVING
SPYWARE: = . 1 SPYWARE: & —I
xeviooeers: [ WSSO fg DETECTED g BLOCKED Keviocoers: [ VWSS g DETECTED o REMOVED ' \

BitDefender 9 Internet Security || - ?1 o Cm - B _
eTrust Intemet Security Suite S — o o ( &
F-Secure Internet Security 2006 T | 7 — s J
McAfee internet Security Suite 2006 L B — :
Morton Internet Security 2006 S — [ f
Panda Platinum 2006 Internet Security o m— === -
PC-cillin Internet Security 2006 o — ; ] \l
ZoneAlarm Security Suite 6.0 TR | (oo I B g \

20 10 | 10 20 10 10 r 2
ANTISPYWARE BLOCKING REMOVING I__'
A TR ::m;m = MISSED B DETECTED o BLOCKED :ﬁuﬁ:ﬁg = MISSED DETECTED o REMOVED B |
Aluria Anti-Spyware 4.0 e — eeam—
Microsoft Windows AntiSpyware (Beta) E— ] —— I \
NOD32 antivirus system 2.5 T L —— _ I
Outpost Firewall 3.0 o - =ttt | x _
SpyCatcher 2006 mm |  mm - \H
Spy Sweeper 4.5 ] ERLE P r
Spyware Doctor 3.2 = I s |
Trend Micro Anti-Spyware 2.0 | e — : =

Zeabppwars i S—— S— . I (_\
-20 -10 I] llllI -20 -10 10 o



General Rootkit Detection

@ All cloaks have holes

o Leave some APIs unfiltered
o Have detectable side effects
o Can't cloak when OS is offline

CE

@ Rootkit detection attacks holes

o Cat-and-mouse game

_",.'/\
B Y

© General rootkit detectors:

o RKDetect
o F-Secure BlackLight
o Sysinternals RootkitRevealer
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RootkitRevealer Limitations

© Rootkits have already attacked RKR directy by not cloaking when scannec1

© RKR is given true system view
© Windows API scan looks like raw scan

CE

© RKR has been modified to be a harder to detect by rootkits

o RKR is adopting anti-signature techniques -
o Rootkit authors will continue to find ways to detect RKR
o It's a game nobody can win
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@ All rootkit detectors suffer the same vulnerability
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Cleaning Rootkits

© Clean rootkits at your own risk

o Don’t trust that you’ve found all the malware

CE
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© Most rootkits require off-line cleaning

© Require additional tools to identify malware components
* E.g. Process Explorer, Autoruns

© Even delete-on-reboot is easily circumvented

o WInPE or ERD Commander
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Defending Against Rootkits

© The only real defense is to stop them from installing

® Run as non-admin
o Apply defense-in-depth

CE

© Microsoft is making it harder for rootkits to install
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Microsoft’'s Anti-Rootkit Efforts

© Data Execution Protection and the /GS switch

o Hardens against buffer-overflow based propagation

© Patchguard on Windows XP 64-bit and Vista 64-bit

@ Prevents system-call hooking
e Prevents Interrupt Dispatch Table hooking
o Prevents kernel patching

@ Vista User Account Control

© Makes it easier to run as limited user
© Only apps that need admin run as admin

© Vista 64-bit signed drivers

o Requires all kernel-mode code to be digitally signed



Rootkits Will Always Find a Way

© Malware will adapt to any countermeasure:

User-mode rootkits will destroy accounts
Social engineering will circumvent UAC
Standard driver architecture allows for cloaking
Malware will get digitally signed

Bugs will allow malware to punch holes

The rootkit doomsday scenario

Legacy systems will be around a long time...

CE
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© Detection will continue to be important
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Resources

© Rootkit.com

© Rootkits: Subverting the Windows Kernel, Hoglund and Butler,
Addison-Wesley
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@ Sysinternals:

© Malware forum
© RootkitRevealer forum
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