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Introduction to Windows 2000

Windows 2000 is essentially Windows NT 5.0

Contains many new security features
€ Active Directory
€ Kerberos Authentication Protocol
€ Encrypting File System
€ IPSec, PKI, & Smartcards
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NT versus Win2K (AD)
NT Windows 2000
PDC & BDC Domain Controllers w/Active Directory

NTLM Authentication (Weaker Form)

Kerberos (Stronger Authentication)

No native file encryption utility

Encrypting File System (EFS)

PPTP

IPSec

N/A

PKI, Smartcards

File System (Share & NTFS
Permissions)

Same

Trusts Among Domains need to be
defined

Automatic two-way trust between Win2K
domains and Forests

System Policies

Centralized configuration through GPOs

N/A

Custom Permissions and Delegation of
Authority

Syskey not automatically enabled

Syskey automatically enabled
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Introduction to Active Directory

Active Directory (AD) is Windows 2000’s directory service and is
accessed through Lightweight Directory Access Protocol (LDAP).

AD is the core policy & configuration repository for each component of
Windows 2000 providing most importantly:

€ Centralized security configuration of all computers in the domain via Group
Policy Objects

€ Local account, lockout and audit policy
& Services
& File, Registry, & Printer Permissions

4 User Rights

& Event Log Settings
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What does AD provide?

€ Single Sign-on User Database
¢ Windows 2000
€ Exchange & Lotus Notes
¢ SQL Server
& ERP (SAP, Oracle, PeopleSoft)

€ Granular delegation of administrative authority

& Centralized security configuration of all users and computers in the domain.
@ Local Account, lockout and audit policy
& Services
€ Registry Permissions
€ Printer Permissions
€ User Rights
& Event Log settings
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AD Concepts

Computers, users, groups, printers, shared file server directories, etc. are organized
and controlled according to the enterprise’s organizational hierarchy, which are
represented through a number of container objects:

¢

Domains — fundamental container in Active Directory that can hold all of the users,
computers, etc for an entire organization

Organizational Units (OU) — used to subdivide objects within a domain that typically
correspond to a division, department, region, etc.

Trees — used in multiple domain environments to facilitate contiguous DNS name
space & automatic trust relationships between domains

Forests — used in multiple domain environment that do not share a contiguous DNS
name space

Sites — used to organize computers based on physical location to efficiently utilize
network bandwidth between sites
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OU Considerations

How OU structure is designed is critical in terms of how the AD will be
administered. It’s very easy to make this a complicated process.

Factors to consider when creating OUs:

€ How objects will be administered — centralized versus decentralized
(e.g., HR OU)

€ What type of GPOs will be enforced: User Level (General Users versus
Special Users); Machines (Workstation versus Servers)

¢ How information needs to be organized
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AD Concepts (con’t)

Organizational Units |l

Forest

Domain

Two:-Way Transitive Trusts
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AD Concepts (con’t)
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Group Policy Objects

Group Policy Object (GPO) - the avenue for central security
configuration within Windows 2000 and Active Directory

& GPOs provide a way to manage all of the configuration changes and
policy settings utilizing the hierarchy of Active Directory

€ GPOs can be applied to Users and Computers within an OU (e.g. map
drives, screen savers, etc.), but can not be applied to Groups within an
Oou

& GPO Application Order: L(Local). S(Site). D (Domain).
OU(Organizational Unit)

¢ If multiple conflicting GPOs within same level, last GPO wins!
4 You can block inheritance from top level GPOs
€ GPO can be defined or undefined
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Group Policy Objects (cont.)

& Example of Computer Configurations:

€ Account Policies (Password & Account Lockout Policy) — Defined only Once
at Domain Level)

€ Audit Policy

€ User Rights Assignment

€ Security Options (e.g., do not display last user name in logon screen)
€ Setting for Event Logs

¢ Example of User Configurations:
¢ Remove Control Panel Access
€4 Remove Run command Access
@ Internet Explorer Options
€ Screen Saver Options
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GPO (cont.)

4 Domain Level GPO says -> Enable Start Menu
& OU Level says -> Disable Start Menu
& Local Workstation says -> Enable Start Menu

What is the result when the user signs-on to the
workstation?
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Domain Policy:
GPO account and password
settings (propagated to
the rest of OUs)

User Policies: Local
GPO Admins, software
installation, access to
Run command, €tc.

Server Policies:
GPO Privileges, IPSec
Policies, etc.

Any location /
function specific
Settings not covered by
previous GPOs

OO
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Key Groups

Prior to delegation, check memberships to the following
built-in groups:

€ Member Server/Workstation — Administrator

4 Domain Level — Administrators, Domain Admins, Account
Operators, Server Operators, Backup Operators, Print
Operators, DNSAdmins

& Each Forest — Enterprise Admins, Schema Admins
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Groups (cont.)

Group Types. Security versus Distribution Groups

Group Categoriesfor Security Groups:

Group

Can Contain

Permissions
Granted

Universal (Defined at
AD)

Users, Global Groups,
Universal Groups (any
domain in the forest)

Anywhere in the forest

Global (Defined at AD)

Users, other Global
Groups (from same
domain)

Anywhere in the forest

Domain Local (Defined
at AD) —only on DC

Users, Global Groups,
Universal Groups, and
Domain Local (from
same domain)

Within same domain
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Universal Group
Accounting
User
Ra] Mehta l I
or
Global Group
AR_Clerk l v
Domain-L ocal Gro
AR _Read

Share& NT
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File System

File Systems — how info is stored on a hard drive
€ NT File System (NTFS)
€ Security attributes that can be applied to a file or folder via ACLs
@ Higher performance
€ Encryption File System

€ File Allocation Table (FAT)
€ Can’t use Encryption or Security
€ Very Insecure
¢ DOS/WIN95 compatible

€ Typically, Network Administrators have a misperception that FAT file are “Easier to
Recover”

€ |Issue — Anyone can boot to the server with a Windows 98 startup disk within the Server
Driver and gain access to the SAM file
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ACL (Access Control Lists)

Access Control List / Permissions —controls access to objects and
defines what actions a specific user can perform on a specific object.

¢ Files and Folders

€ Only available on NTFS volumes and administered within the Security tab after
right clicking an associated file or folder

€ Printers

€ Each printer has an ACL accessible through Control Panel/printers that controls
access to the printer and the print jobs within the queue

€ Directory Objects

@ Users, groups, and computers each have an ACL that control who can read
properties of the object and perform updates

€ Registry Keys
@ Access to the registry is managed through the Registry Editor
& Similar to folder permissions but different structure (e.g. keys, subkeys, etc.)
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ACL (Access Control Lists)

General Rules:
€ EXxplicit permissions overrides inherited permissions

€ Deny permission always wins over Allow permissions
within same category

€ ACL permissions gained through group membership
are cumulative

€ Missing Permissions versus Blank Permissions

NTFS versus Share Permissions
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ACL (cont.)

What isJohn’s Access if John ismember of Manager s?




Deloitte
&Touche

Registry Permissions

€ Access to Registry (security database)
System configuration

Application settings

User preferences and profile settings
Security

Local Users and Groups

Local password, lockout and audit policy

L 2R 2R R 2R R 2

€ The registry attempts to unify and give structure to all configuration data

€ Contains crucial security and system related information, therefore access to the
registry should be limited

€ The reqistry is updated through:
4 Control Panel
€ Group Policies
€ Application setup programs
€ Registry Editor
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Security Templates

@ Security Configuration and Analysis Tool
€ Security Templates:
€ C:\Winnt\security\templates
€ Basicdc.inf
€ Basicsv.inf
€ Basicwk.inf
@ Hisecdc.inf
@ Hisecwk.inf
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Rights

Rights — govern who can use the system and perform specific system management
functions
€ Rights do not apply to specific objects
€ Assigned with the “User Rights Assignment’ section of the Local Policies within AD
€ Medium - High Risk User Rights:
Act as part of operating system
Backup files and directories
Restore files and directories
Create a token object
Debug programs
Manage auditing and security log
Take ownership of files or other objects
Enable computer and user accounts to be trusted for delegation
Load and unload devices
Shut down the system
Add workstations to domain
Access this computer from the network
Change the system time
Force shutdown from a remote system
Log on as a batch job
Log on as a service
Log on locally

L 2R 2K 2K 2R 2R 2K 2R 2R 2% 2K 2% 2R 2% 2R 2R 2R 2
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Questions & Answers

DEMO
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AUDIT CHECKLIST
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Audit Checklist

1) DOMAINS, FORESTS, & TRUSTS — Assess the Domain & Trust structure with a
focus on the appropriateness of externally (outside forest) trusted domains.
Also, review the physical access of the Domain Controllers & Servers.

4 Where? — Start, Programs, Administrative Tools, Active Directory
Domains & Trusts, right click on the Domain, select Properties, then the

Trusts tab 2]

General  Trusts | Managed B_I,II

=1

Drornaing trusted by this domain:

Drarmain Mame | Helatiunship| Transitiw;'

subzidian1 9. acme. local Child Tz Add.
subsidiany20. acre. local Child Tes

subzidian21. acrme. local Child Tes Edit... |
subzidian @2, acme. local Child Tex

subsidiary23. acme. local Child es Fiemioie |
subsidiany2d. acrme. local Child Tes =

1| |

Diornaing that truzst this domain:

Domain Mame | Helatiun&hipl T ranzitive =

subsidiany01. acre. local Child Tes Add...
subsidian02. acrme. local Child Tes b

subzidian03, acme. local Child Tes Exdit... |
subsidiarny04. acre. local Child Tes

subsidiarn05. acme. local Child Tes Femave |

subzidian06. acme. local Child Tz =
PRV PR U o | m Ry gy | rlald S
f -

ITI Cancel | Spply
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Audit Checklist (con’t)

2) WORKGROUPS & DOMAINS — Verify that Domains are utilized for security and
user administration.

€ Where? — Right Click on My Computer, Properties, Network Identification
tab (randomly select a few computers)

System Properties 2%
General  Metwork Identification | Hardware' Uzer F'mfilesl .&dvanced'

m Windows uses the fallowing information to identify yaur computer
o the network,

Full computer name: shudent] 3 subsidiany 3. acme local

[romain; subzidiand 3. acme. local

1o renarnne this computar or jain & domary, click Properties |
Properties.

Mote; The identification of the computer cannot be changed becausze:
- The computer iz a domair controller.

DK I Cancel Apply
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Audit Checklist (con’t)

3) GROUP POLICY OBJECTS — Obtain an understanding of the methodology for
implementation of Group Policies.

€  Where? — Start, Programs, Administrative Tools, Active Directory Users &
Computers, Right Click select Properties then the Group Policy tab

% Group Policy =1=1 =]
| action wew || = = | @ | B 2 |

Marne |

alicy [5 @Computer Configuration
@User Zonfiguration

__| D wWindows Settings
gj = pt (Star tup,l’Shuth

Password Policy
Account Lockou

Eﬁ L\:u:al PUIicies

i‘ User Rights Ass
Security Option:
= 5 Event Log
----- ﬁ Settings For Eve

-0 Restricted Groups

{08 Swstem Services
08 Reqgistry

{28 File System
=123 Public Kev Policies
- [3 Encrypted Data
i Automatic Certil

[ Trusted Rook Ce

[ZF] Enterprise Trust
-‘g IP Security Policies ¢
=2 Administrative Templates

D Windows Components

D Syskem

D Mebwark

D Frinkers

r Configuration

o

Use

-] Software Settings
-2 windows Settings

et |

Administrative Templates
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Audit Checklist (con’t)

4) PERMISSIONS / ACLs — Verify that the appropriate groups & users have been
granted access to high-risk files, folders, directories, etc.

¢ Where? — Right click on resource, properties, security tab, then select the
advance tab for each entry, then click view/edit button for each entry

Executive Compensation Properties -

Eenenal' Web Shafingl Sharing - Secuty |

Narme | Add.
ﬂ Curly [Curly(@dandt. com)

€ Guest (SUBSIDIARY1AGuest M
gﬂ Intermal Auditors [SUBSIDIARYT 3 ntemal...

£ Lamy [Lamy@dand:cam)

€ Mo Mo@dandt.com|

Permiszions: Bllow  Deny
Full Control O
Modify O
Read & Execute O
List Falder Contents O
Fead O
Wite O

Advanced... |

[ Allow inheritable permizsions from parent to propagate to this

Access Control Settings for Executive Enn1pensal:iﬂh.“

Permissions | Buudtrg | Oarier |

Pemizsion Entries:

Type |Name |Permission |App|ylo |

%A\Iow [y (Cu@dandtoom)  Ful Contral— This folaey, subfolders and fles

?h»‘-\\luw Guest (SUBSIDIARY1A..  Ful Conral— This folder, subfolders and fles

%\h»‘-\\luw Irtermal dudtors (SUBS...  ReadbEwec..  This folder, subfolders and fles

%A\Iow Lary (Lamy@dandtcom)  Ful Contrl— This foldey, subfolders and fles

%A\Iow Mo (Mo@dandtcom]  Ful Contrl - This foldes, subfolders and fles
M. | Bee | Veskd. |

This pemission iz defined directly on this abjgct. This pemission is inhented by chid nbjscts.

[ Al inhenlable pemissions rom parentto piopagate to his ohiect

Rleset permissions on all chid abigcts and enabik propagation of rheitable

Permission Entry for Executive Con 21xl
Dbject |
M arne: IEulIy [Curlw@dandt,com]
Apply onto: IThis falder, subfolders and files :I
Permissions: Bl Deny
L= K=l Edl L)L Lo ) S o L P ol | o) = | - | 7
List Folder / Read Data O
FRiead Atributes O
Fiead E stended Attrbutes O
[Create Files / Wite D ata O
[Create Folders / Append Data O
Wiite Atributes O
Wite Extended Attributes O
Delete Subfolders and Files O
Delete O
Read Permizsions O
Change Permissions O
Take Dwnership O =
Apply these permissions to objects and/or Clear &ll |
containers within this container only

object
ak. I

Cancel | Aol |

peImissions.
0K I Cancel | Lipply |

O

| Cancel |
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Audit Checklist (con’t)

5) REGISTRY — Verify which OU has access to update the Registry.

L 4 Where? — Start, Programs, Administrative Tools, Active Directory Users and
Computers, right click on the selected OU select properties then Group Policy.
Select the GPO, click on Edit, then review the Disable registry editing tools
parameter

S =1 8
| action wew || &= = | 1| | o & | =2 |

Trees I Palicy | Setking
DefFault Domain Policy [studentl 5. s, [ LogonfLogoff
EI @ Computer Configuration L daroup Policy
&[] Software Settings t@ Don't display welcome screen at logon Mok configure:
|_I [ windows Setkings @ Zenkury inkerpretation For Year 2000 Mok canfigure:s
i &l {23 administrative Templates @ “ode signing For device drivers Mok configure:
=- ﬁ User Configurakion @ Cusktom user inkerface Mok configure:
~[L0 Software Settings ﬁ Disable the cormmand prampt Mok configures
E' 1 windows Settings ﬁ Dizable registryw editing tools Mok configure
Ell:' Adrinistrative Templates @ Fun only allowed wWindows applications Mok configures
|:I Windows Components j;i Don't run specified Windows applications Mok conFigure:
Ci Start Menu & Taskbar :@ Disable sutoplay Mok comfigure:
|:I Bieskhap @ Diovenload missing oM componenks Mok configure:

=23 Conkral Panel
I:I Mebwork
Elfﬂ Swskem
----- [ Logon/Logoff
in [ Group Policy
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Audit Checklist (con’t)

6) FILE SYSTEMS - Verify that all disk partitions are formatted with NTFS.,
€ Where? — Start, Programs, Administrative Tools, Computer Management

E Computer Managemenk J ;!ijil
| action  wiew J<2='-P||I§|J |
Tree I Yolume I Lawout | Tvpe I File Syskem | Status I Capacit | Free Space I %o Free
Q Computer Management (Local) = (c) Part?t?on Bas?c FaT Healthey (System) 995 MB 939 MEB 99 %
Em System Taals =D Partition Basic NTFS Healthy (Eook) 1,95 GE 441 ME 22 %
Ej--@ Ewent Yiewer
-2 Svstem Information
Ej---ﬁ Performance Logs and Alerts
[#l--g—] Shared Folders
g_;; Device Manager
+-#% Local Users and Groups
[—]--’(@ Skorage
.425] Disk Management 4| | _’I
@ Disk Defragmenter
-{==a Logical Drives “HDisk 0 =
[j--@ Rermovable Storage Basic {C:) {D:)
E]--% Services and Applications 28.62 GB 996 ME FAT 1.95 GB MTFS 25.69 GB
Cnline Healthy (Syskern) Healthey (Book) Free Space
Z=}CDRom O
CDRom (E:)
Online

W Frimary Partition [l Extended Partition [0 Free Space [l Logical Drive |
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Audit Checklist (con’t)

7) SERVICE PACK / SYSTEM PROPERTIES- Verify the Windows 2000 system
properties and service pack installed

€ Where? — Start, Run, type “MSINFO32” or right click on My Computer and
select Properties

“ fiction  Wiew  Todls |J e | | =] | E) “ == =N ‘ General | Netwark |dentification | Hardware | User Frofiles | Advanced |
Tree | Ttern [ value |
; ’ System:
@ System Information 05 Name Microsoft \Windows 2000 Server B
e Yo <tem Summary Wersion 5.0.2195 Build 2195
E_] Hardware Resources 05 Manufacturer Microsoft Corparation 5.00.213%5
-] Components System Name STUDENT13
C:I Software Enwironment Systemm Manuf acturer DE15EA Fegistered fo:
-] Inkernet Explarer 5 System Model EAB15104 i
System Tvpe #a6-based PC )
Processor %36 Family & Model 8 Stepping 3 GenuineIntel ~731 ... e B 19762704551 04205757
BICS Yersion 08/za/00
Windows Direckory DAWINNT Computer
Lol LR e +86 Family & Model 8 Stepping 3
Time Zone Central Davlight Time AT /AT COMPATIBLE
Tatal Physical Memory 522,544 KB 522 544 KB RAM
Available Physical Memory 394,928 KB
Tatal Yirtual Memory 1,799,524 KB
fivailable virtual Memory 1,546, 165 KB
Page File Space 1,276,980 KB
Ok I Cancel Lol
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Audit Checklist (con’t)

8) PROTOCOLS - Verify the network/system protocols installed.
€ Where? — Right click on My Network Places, select Properties, Right click
on the applicable Connections, select Properties
2]
General | Sharing

Connect using:

I B3 |ntellR] PROA00VE Metwark Connection

Configure

Components checked are used b this connection:

Client for Microsoft Metworks
] 3 File: and Printer Sharing for Microsaft Networks
W3 Internet Protocal [TCPAP)

Inistall... | ninztal Properties

— Description

Allows your computer bo access iesources on a Microsaft
network.

I Show icor in taskbar when connected

ok Cancel
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Audit Checklist (con’t)

9) SERVICES - Examine what services are enabled and ensure that unnecessary
and potentially insecure services are disabled (e.g. ftp, telnet, smtp, etc.).

€  Where? — Start, Programs, Administrative Tools, Services

e |

Tree | Mame S | bescription [ Status | Startup Tvpe | Logonas |

% Services (Local) %.ﬁlerter Motifies sel...  Starked Aukomatic LocalSystem
application Management Prowvides =... Manual LocalSystern
%CIipBDDk Supporks ... Manual LocalSystern
%COM+ Ewent Systemn Prowvides a... Started Manual LocalSystern
%Computer EBrowser Maintains a... Started Autornatic LocalSystern
%DHCP Clienk Manages n... Started Aukonmatic LocalSyskern
%Distributed File System Manages lo... Started Aukomatic LocalSystern
%Distributed Link Tracking Client Sends notif... Started Aukomatic LocalSyskern
%Distributed Link Tracking Serwer Stores info...  Started Aukomatic LocalSyskern
%Distributed Transaction Coordinator Coordinate...  Starked Aukomatic LocalSystem
%DNS Client Resolves a...  Starked Aukomatic LocalSystem
%Event Log Logs ewent... Starked Autornakic LocalSyskern
%Fax Service Helps wou ... Manual LocalSystern
%File Replication Service Maintains Fi... Started Aukonmatic LocalSyskern
%IIS Admin Service Allows adm... Starked Aukomatic LocalSystem
%Indexing Service Manual LocalSyskern
%Intel(R} Active Monitor Started Aukomatic LocalSyskern
%Internet Connecktion Sharing Provides n... Manual LocalSystern
%Intersite Messaging Allows sen. .. Started Aukomatic LocalSyskern
%IPSEC Paolicy Aagent Manages I... Started Aukomatic LocalSyskern
%Kerberos Key Distribution Center Generates ... Started Aukomatic LocalSyskern
%License Logging Service Started Autornakic LocalSystern
%Logical Disk Manager Lawgical Disk... Started Aukomatic LocalSyskern
%Logical Disk Manager Adminiskrative Service Adminiskrat... Started Manual LocalSystern
%Messenger Sends and ... Started Aukomatic LocalSyskern
%Net Logon Supporks po.. Started Autornakic LocalSystern
%NetMeeting Remote Deskiop Sharing Allows aut... Manual LocalSyskern
%Network Conneckions Manages o... Started Marual LocalSyskern
%Network DDE Provides n... Manual LocalSystem
%Network DDE DSDM Manages s... Manual LocalSyskern
%NT LM Security Support Provider Provides s... Marual LocalSyskern
%Performance Logs and alerts Configures... Manual LocalSyskern
%Plug and Play Manages d... Started Aukomatic LocalSyskern
%Print Spooler Loads files ... Started Aukonmatic LocalSyskemn
Protecked Storage Provides pr... Started Aukomatic LocalSyskern
%QOS RSWYP Provides n... Marual LocalSyskern
%Remote Gccess Auto Connesction Manager Creates a ... Manual LocalSyskern
Remote &ccess Conneckion Manager Creates a ... Manual LocalSyskern
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Audit Checklist (con’t)

10) ACCOUNTS — Verify that the Guest account is disabled.
€ Where? — Start, Programs, Administrative Tools, Active Directory Users &
Computers

2 ctive Directory Users and Computers o =l e |
J@ Console  Window  Help |;Ii|i||

Jaton vew ||+ = |Bm | X B 2| ey < B |
Tree I Users 15 objects

@ Auwckive Directary Users and Caompy | Rame | Type | Description |

=- t@ subsidiary 13, acme. local Adminiskratar User Built-in account For admini. ..
L Builtin mCert Publishers Security Group - Global Enterprise certification an...
[:| Compukers Claytan User

{5 Domain Contrallers mDomain Adrnins Security Group - Global Designated administrators. ..
{&4] Fin €7 vomain Camputers All workstations and serve. ..
(3 ForsignSecurityPrincipals Controllers All domain controllers in th.
{&5] Investments
= mDomaln Users Security Group - Slobal
(1 Lostandround mGroup Palicy Creator COwners Security Group - Slobal Members in this group can

(&) raFr

All domain users

=
% r\Nq:tququisitions IUSR_STUDEMT13 ser account For anary. ..
(&5 RaD I'WaM_STUDEMTLS User Built-in account For Interm...
[ Swskem %krbtgt User Key Distribution Center Se. ..
a Users QRF\S and IAS Servers Security Group - Domain Local  Serwers in khis group can ...

ﬂ TsInternetlser ser This user account is used ...
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Audit Checklist (con’t)

11) ACCOUNTS — Verify the membership of the Built-in Administrative Groups.
€ Where? — Start, Programs, Administrative Tools, Active Directory Users &
Computers, select the Builtin folder, double click on each Group and
examine the Members tab

Ackive Hrediory Users angd Cosspebers .-::ﬂﬁl — . — :
=i vk windm Hen |Liml Admlnlstraturs Propetties ) 2|

s e ||+ | E[E EE2E ' ; ;
BREE IFRTEE General  Members | Memheer' b anaged By' Db|ect| Secunty'
Trez | Eullin 1 objacts
[ Actre Direriory LU and Coarpe, |0 | | ezt I Wembers
= :ﬂm,—llmm ratorn Saruriby Goup - ulbin locel  Panbsrs s sdrsrastar dorn uer and group axcounks i :
0 Euslfin A Sevurily Gioup - Bulln Local  ddnsne am1-ha.-t carnplede aned neesty mbdmmrhemrwmdomh B .
£ L0 Conapnitine SecurtyGmup - Bt Loml Eaapmerats £ mesids serueiny et for the e puaass of hadkng i oo rese Name | Active Directary Folder |
T B el Sorurky Gowp-0ubn Lyl vt tervs the rore cocem ax e of the L groun by dbfoal songt, forte et Administrator  subsidianl 3. acme localU zers
::E'n SecuriyGoup- Bl Local & barkvend oonpatbily grou M v fiesd 5053 oAl Lriers end QYoLs nthe tonn el
j:ummimmm Seeurtyrp - B Lot Membars ma, skt onan priers Claytan subsidiaryl 3. acme local/Users
PR Secuity Gioup - Bl Locel Supports Fla replcation i e darean ; ; 2
£ e e el et €7 Domain Admins  subsidiary! 3 acme lacal/Users
I j“"""“l oo Securly Sroup - Bulin Ll Liers ane preverizdfroniashing eccidentzlor itzntiand sster-vide dhanges, Thas, Users ca !ﬂ Enteipize Ad..  acmelacal/Users
& vy
18] Weralopicions
i) Fal
£ L e
0 e

Aidd. . | Remove |

0K I Caneel | Bpply |

T lal ! o
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Audit Checklist (con’t)

12) MEMBERSHIP OF GROUPS — Obtain an understanding of the use of groups
and ensure that the assignment of users to the groups is appropriate.

4 Where? — Start, Programs, Administrative Tools, Active Directory Users &
Computers, select the applicable groups within the OUs, double click on each Group
and examine the Members tab

-‘? Active Directory Users and Computers — 1=l =l

| <5 cConsole  wwindow  Help PasswordReset-Mktg Properties A 2lx

[| ation wew [| = = |Em| X RRB 2| 8B vg o

Tree | InfoSec S objects GedCDnsuIe Rookt Active Directory Users and Computers [student 13, subsidiary1

@ Active Directory Users and Compr | Hanme | Tvpe | Descriptic

EI@ subsidiary 135, acme. local ﬁpasswordReset—Fin Security Group - Glabal Membersj
[:I Builtin ﬁpasswordReset—IT Security Group - Glabal : =
-] Computers € Passwordreset-MFr Security Group - Global M ame | detive Directory Folder |
(&) Domain Contrallers diPasswordReset-Mkkg Security Group - B a3 o o gk

ﬁpasswordResetfR&D Security Group - Global FUDEIQIAN 2. aEme 1acal MELg

-0 ForsianSecurityPrincipsls @ il subsidiani] 3.acme local Mktg

+[£5] Inwestments

=RETR

i @ Supporkt
- [ LostandFound

@ Mevsaquisitions
(€8] RED

-0 Swstem

=20 Users

Add... | Bemove |

ITI Cancel Aol

|;I—I L | KT II I 1]
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Audit Checklist (con’t)

13) PASSWORD POLICY — Review the appropriateness of the password
parameters within the Account Policies.

4 Where? — Start, Programs, Administrative Tools, Active Directory Users and
Computers, right click on the Domain Controllers OU select properties then Group
Policy. Select the GPO, click on Edit, then review the Account Policies

=F Group Policy

lT&ction Wisw |J<‘.=' ->||><||§

Tree I Palic & I Camputer Sebking |

158 passwords remembered

@ Default Domain Controllers Policy [s E"'FU"CE password history

=0 Windows Settings
]| scripts (StartupfShutdo

Minimum password length
Passwc\rds must meet complexity requirements

E@ Cormputer Configuration [A¥]Maximum password age 30 days
#-[Z0 Software Settings S| Minirmum password age 29 days

8 characters
Enabled

Stnre password using reversible encryption F... Disabled

[ Account Lockou
+ Local Policies
= Ewenk Log
+-{_i& Restricted Groups
System Services
+ {:@ Regiskry

=

[0 Administrative Templates
E& User Configuration
-3 Software Settings
[:l Windows Settings
[#-[23 Administrative Templates
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Audit Checklist (con’t)

14) ACCOUNT LOCKOUT — Review the appropriateness of the account lockout
parameters within the Account Policies.
4 Where? — Start, Programs, Administrative Tools, Active Directory Users and

Computers, right click on the Domain Controllers OU select properties then Group
Policy. Select the GPO, click on Edit, then review the Account Policies

¥ Group Policy == x|
| action  wiew |J<:=->||><|I§ |
Trees I

@ Default Domain Controllers Policy [s it lackaut duration
E@ Computer Configuration Nt lockout threshold
+--[Z7] Software Settings B¥Reset account lockout counter after 30 minutes
=123 windows Settings

= E] scripes (Startupfshutdo

eeeee by Setbings

L& File System
+-[C2] Public Key Policies

= Accoun k Policies
Passwor: d Policy:
- Account Lockou
Local Policies

Ewenk Log

#-_8 Restricked Groups
FH-CE System Services
H-L8 registry

---‘g IF Security Paolicies ¢
-2 Administrative Templates
Egﬂ User Configuraktion

#1-[Z3 Software Settings

F-123 windows Settings

E-123 Administrative Templates
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Audit Checklist (con’t)

15) AUDIT POLICY — Obtain an understanding of the use of auditing and ensure that
the appropriate events are logged and reviewed.

€  Where? —Within Group Policy select Windows Settings, Local Policies
then Audit Policy. Select your object, right click properties, select security
tab, advanced, select auditing tab and View/Edit

Permission Entry for Executive Compes n ?| X|
| action  uwew || = = | @@ | < B2 Obiect |
Tres | Folicy - | Local Setting | Effective Setting |
@ Security Setkings Audit account logon events Mo auditing Success, Failure
-8 Account Policies Audit account managernent Mo audiking Success, Failure Name: lEU[I_',' [Eurly@dandt.c:nm] Changem
{8 Local Policies Audit direckary service access Mo auditing Success, Failure
[k o it Policy Audit logon events Mo auditing Success, Failure
& User Rights Assigr Audit object access Mo auditing Success, Failure ADD'}' ot IThIS fDIdEI’ SUbeldE[S and fiIES vi
-{Z8 security Options | |[@%]Audit policy change Mo auditing Success, Failure =
[0 Public key Policies :1:5 Audit privilege use Mo auditing Success, Failure L
43 1P Security Policies on | [B%] audit process tracking ro auditing Success, Failure Permizzions: Al Cieny
Audit swskem events Mo audiking Success, Failure TTATETSE T ONIST 7 LA OeE T e
A.I
List Folder / Read Data
Read Attributes

Read Extended Attributes
Create Files / Wiite Data
Create Folders / Append Data
‘rite Attributes

Write Eutended Attributes
Delete Subfolders and Files
Delete

=

v

Read Pemizzions
Change Permizssions

O0O0O0OO0O0O00000O0c

[ K K [ [ [

-

Take Dwnership

o Apply theze permizzions to objects and/or Clear All |

containers within this container only

0K | Cancel |
| T T
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Audit Checklist (con’t)

16) EVENT LOGS - Inquiry as to the use of the Event Logs and frequency of
reviews. Obtain a copy of the event logs.

€  Where? — Start, Programs, Administrative Tools, Event Viewer

wvent Yiewer

|J Ackion  Wisw |J = o= | | ||§
Tree I Systemn Log 90 evenk{s)

@ Event Viewer (Local) Tvpe I Cake | Time | SOLrCE | Zategor | Ewenkt | User I Zomputer |
i| Application Log l&,‘np\-‘arning 4§30/2003 4:53:12 PM Metlogon Mone 5751 [ STUDEMT1S
4| Security Log @Information 4f30/2003 4:34:27 PM Remowable Storage Se...  MMone 135 M A STUDEMT13
] q °Err0r 4/30/20035 4:33:50 PM FRemovable Storage Se...  Mone 17 [ IEY STUDEMT1S
3| Directory Service QError 4§30/2003 4:33:35 PM Removable Sktorage Se...  Mone 17 (SR STUDEMT1S
4| Filz Peplication Service & Irformatian 4{30/2003 4:33:20 PM Remowahle Storage Se...  Mone 134 [TES STUDEMT13

@Information 4§30/2003 4:33:20 PM Femovable Sktorage Se...  Mone 135 [T STUDEMT1S
@Information 4130/2003 4:33:19 PM Remowable Storage Se...  Mone 134 Mo STUDEMT13

Information 4130/2003 4:25:57 PM Application Fopup Mone 26 [ TEY STUDEMTLS
&Warning 4f30/2003 F:558:43 PM Schannel Mone 36872 M A STUDEMT13
@'Information 41 30/20035 Z:36:54 PM Application Fopup Mone Z6 Mo STUDEMT1S
@'Information 430/2003 2:25:23 PM application Popup Mone 26 [ STUDEMT1S
@Infnrmatinn 4130/2003 Z:24:20 PM Application Popup Mone 26 Mo STUDEMT13
@Information 4§30/2003 2i23:36 PM application Popup Mone 26 [ STUDEMT13
@Information 4f30/2003 2:21:35 PM Applicakion Popup Mone 26 M A STUDEMT13
@'Inﬁ:rmation 4130/20035 Z:06:29 PM Application Popup Mone 26 M A STUDEMT1S
@Information 4§30/2003 11:42:12 ... Application Popup Mone 26 [SE STUDEMT1S
@Infnrmatinn 4I30/2005 11:47:08 ... Application Popup Mone 26 mif o STUDEMT1S
@Information 4§30/2003 11:41:38 ... Application Popup Mone 26 [ STUDEMT1S

InFormation 4130/2003 11:39:53 ... Application Popup Mone 26 [T STUDEMT13
@Information 4130/2003 11:37:05 ... Application Popup Mone 26 VI STUDEMT1S

InFormation 4f30/2003 11:36:01 ... Application Popup Mone 26 M A STUDEMT13
@II‘IFDFI‘I‘IGHDI‘I 4130/20035 11:35:26 ... Application Popup Mone Z6 I STUDEMT1S

Information 4§30/2003 11:23:36 ... Application Popup Mone 26 [, STUDEMT13
@Infnrmatinn 4130/2003 11:158:50 ... Application Popup Mone 26 [T STUDEMT13
@Information 4§30/2003 10:54:24 ... Application Popup Mone 26 M STUDEMT1S
@Information 4fZaf2003 11:37:058 ... Browser Mone 015 M A STUDEMT13

Information 41Z9/20035 11:36:52 ... Browser Mone S01s [ IEY STUDEMT1S
B wearning 4)29/2005 11:36:20 ... Dhcp Mane 1007 MiA STUDEMTLS
@Information GiZ9/20035 11:35:16 ... eventlog Mone 6005 Mo STUDEMT1S
@Information 4§z29/2003 11:35:18 ... ewventlog Mone s009 [T STUDEMT1S

Erraor 41Z29/2003 11:35:18 ... ewventlog Mone 6005 [T STUDEMT13
&Warning 4j29/2003 11:35:29 ... disk Mons 34 MY A STUDEMT1S
&Warning GfZ9f2003 H:159:29 AM Schannel Mone 36872 M A STUDEMT13
&Warning 4f29/2003 1:54:21 AaM WIZETime Mone &4 MY A STUDEMT1S
@'Information 4j28/2003 F:32:00 PM Browser Mone 5035 [ STUDEMT1S

Information GIZ5/20035 FZETIIS PM Browser Mone &015 Mo STUDEMT13S
@,Warning 4)z8/2005 F:27:08PM Dhep Mane 1007 My STUDEMT1S
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Audit Checklist (con’t)

17) EVENT LOGS - Verify that the configuration of the event logs will retain an
appropriate amount of data (e.g. Max. log size & “Do not overwrite events”,
etc.).

4 Where? — Start, Programs, Administrative Tools, Event Viewer, right click
on each type of log and select Properties or Group Policy, Windows
Settings, Event Log

Security Log Properties ] 2 x ¥ Group Policy p o =] |
General | Filkes | |J Action  Wiew |J = o= | | et | % ‘
Tree | Policy  / | Computer Setting
Digplay name: Security Log :
= @ Diefault Domain Policy [studentl: - Mok demed
Log name: |D:\WINNT'\System32\config\S ecEvent Evt E@ Computer Configuration ; : Mot defined
&[] Software Settings [@]Maximum syskem log size Mok defined
s 192.0 KB (196,608 bytes) : i : a1 : i '
g =5 Windows Settings mo |Restrick guest access bo application log ok define
jos d ! Restrict E k lication | Mot defined
Created: Sunday, April 27, 2003 3:46:21 PM =] Scripts (StartupShu @Restrict guest access ta security log Mok defined
todified: Thursday, May 01, 2003 11:35:03 AM = Security Settings Restrict guest access ko system log Mok defined
e Thursday, May 01, 2003 11:35:03 AM B¢ Account Policies @Retain application lag Mat defined
: b Local Palicies @Retain security log Mok defined
P Event ng @Retain system log Mat defined
Masimum lag size: |4032 _Ij ko E{} f{% tS'_Bttt”;g; far [8¥]Retention methad For application log Mok defined
5 I SrIcE '_’DUF E‘]Retentinn method For security lag Motk defined
wihen maximum log size iz reached: _'ﬂ SYSt_em sk @Retentinn method For system log Mok defined
'ﬂ@ Repistry E':'jShut down the computer when the security a... Mot defined
H i T
' Dverwrite events as needed -C8 File System R ¥
- i e
" Dvennnite events older than |7 _Ij days _'ﬂ ] Public KE_Y Pohclu?
) Iﬂ@ IP Security Palici
¢ Danot overis events Festore Defaults -1 Administrative Template:
Bl {og rantik) Elﬁ IJser Configuration
F]-{_1] Software Settings
| -2 Windows Settings
i : : Clear Log 'ﬂ
I Using alowspeed connection B[] Administrative Template, ™
| | 3 1| | ¥
0K I Cancel | Bpply | |
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Audit Checklist (con’t)

18) SHARES - Verify that access to critical shared folders is appropriately controlled

through Access Control Lists and Permissions.
Where? — Start, Programs, Administrative Tools, Computer Management,

¢

double click on the critical shared folders and review the Security tab

E Computer Management 3

“ Action  Visw |J¢' -P|||@“@

=10 x|

| Shared Path #

e I Shared Folder
@ Computer Managernent {Local) EJIPCE
Elﬂ System Taols w4
@ Event Viewer 504
-G, System Infarmation ¥Jpics

@ Performance Logs and Alerts
E'g Shared Folders

- Shares

Q Sessions

Ea'l Open Files
----- = Device Manager

Local Users and Groups

= % Skorage
----- [ Disk Management
@ Disk Defragmenter
(= Logical Drives
r]--@ Remavable Storage
[]--@ Services and Applications

ecutive Compensation
B ADMING
B SYSVOL
EPHETLOGON

WINNT'!,SYSHOL'I,sysvul
SINNTYSYSYOL sysvollsubsidiary 1 3, acme locall 3o

o o 9
- =

Executive Compensation Properties .

Generall Share Permissions  Security |

2|

Mame |
’ Curly [Curlwizidandt, com]
€ Guest (SUBSIDIARY1\Guest)

m Intemal Auditors [SUBSIDIARYT Intemal Auditors]
ﬁ Lamy (LamyEdandt. com]

ﬁ o [Motadandt. com]

Add...

Remave |

Permiszions: Allow  Deny
Full Cantral [l
odity N
Read & Execute [l
List Folder Cortents [l
Read [N
Wirite O

Advanced... |

r Bllow inheritable permizsions fiarn parent to propagate to this
object

Ik i

bt L] I

-

Fanrel I
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Audit Checklist (con’t)

19) DRIVES MAPPED - Verify the validity of mapped drives.

€  Where? — Start, Programs, Administrative Tools, Computer Management,
select Logical Drives

1o ]
J Ockion  Wiew |J'!3=' -Plll@

Tres I Mame | Tvpe | Mapping |
@ Computer Managerment (Local) =4 3te-Inch Floppy Disk Local
Eﬁ Systern Tools = Local Disk, Local
@ Event Viewer =0 Local Disk Local
E Swskenm Informakion @E: Compack Disc Local

+-- & Perfarmance Logs and alerts
Shared Folders

----- Device Manager

Local Users and Groups

—:I--& Storage

|7 Disk Management

e

------ @ Disk Defragmenter
==k Cgical Drives
E‘ Femowvable Sktorage
]Bﬁ Services and Applications

I+l
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Audit Checklist (con’t)

20) LEGAL NOTICE — Review the appropriateness of the Legal Notice within the
Group Policy.

4 Where? — Start, Programs, Administrative Tools, Active Directory Users and

Computers, right click on the Domain Controllers OU select properties then Group

Policy. Select the GPO, click on Edit, then review the Security Options.

Group P ¥

IF

ckion  Wiew |J1— -bl |X||§

— ==l

Tree I

@ Default Domain Controllers Policy [s
Computer Configuration
[ Software Settings
[0 Windowes Settings
Scripts (StartupfShutda
S Security Sekttings
= Account Policies
= Local Policies
&l Audit Policy
User Rights Ass
-z Security Option:
=3 5 Ewent Log
5 Settings for Eve
({8 Restricked Groups
. System Services
{:Q Reqgiskry
@ File System
=[] Public Key Policies
E:I---.g IF Security Policies ¢
- Administrative Templakes
E& User Configuration
[0 software Settings
1 Windowes Settings
231 Administrative Templates

£l

Palic &

I Cormpuker Setking I

2% allovwed ko sject removable NTES medis

.G\uclit the access of global system objects
P\udit use of Backup and Restore privilege

Digitally sign client comrmunication {alwawys)

Digitally sign server communication (always)

Disable CTRL+ALT+DEL requirerment For logon
[0 not display lask user name in logon screen

LAN Manager Authentication Lewel

Message kl= For users atkempking ko log on

F'revent users From installing printer drivers

b
Rename adminiskrator account
Renames guesk account

Secure channel: Digitally encrypt or sign sec...

Send unencrypted password to connect ko k...

Srnart card remonval behavior

Additienal reskrictions for anonymous connec.. .
.C\IIUW server operators to schedule tasks {(do. ..
Allowe syskem ko be shut down wikhouk havwvin. ..

Armount of idle time required before disconne. ..
.ﬂ\utomatically log ofF users when logon time ...
Automatically log off users when logon Lime ...
Clear wirkual memory pagefile when syskem =...

¥ Digitally sign client cormrmunication Gwhen pos. ..
@

b
Digitally sign server communication (when po...

Mumber of previous logons to cache {in case ...
Prewent system maintenance of compuker ac...

Prompt user to change password before expi...
Recovery Console: Allow automatic administr. ..
Recovery Console: Allow Floppy copy and ac. ..

L:_:':lRestrlct CD-ROM access to locally logged-on ...
Restrick Floppy access to locally logged-on us.. .
Secure channel: Digitally encrypk secure cha. ..
Secure channel: Digitally sign secure channel. ..
Secure channel: Reqguire strong (windowvs 20, ..
Secure system partition (For RISC platForms ...

i E Shut down sywskem immediately if unable ta la.. .

Strengthen default permissions of global sysk, ..

Mok defined
Mok defined
Mok defined
Mok defined
Mok defined
Mok defined
Mok defined
Mok defined
Mok defined
Mok defined
Mok defined
Mok defined
Mok defined
Enabled

Mok defined
Fok defined
Mok defined

DEFIME "“WARMIMNG BANMMER. HERE
Mok defined
Mok defined
Mok defined
Mok defined
Fok defined
Mok defined
Mok defined
Mok defined
Mok defined
Mok defined
Mok defined
Fot defined
Mok defined
Mok defined
Mok defined
Mok defined
Mok defined
Mok defined
Mok defined
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Tools for Managing & Auditing Security

Checking & Managing Security Configuration Tools

€ Security Configuration & Analysis Tool Set
€ Provided by Microsoft to compare current configuration vs. a security template
€ The security template defines almost all security settings for Windows 2000
€ Various templates can be customized per each type of system or level of security

€ Microsoft Baseline Security Analyser

€ Provided by Microsoft to compare configuration for the latest security related
hofixes, service packs, and performs an analysis of various common security
misconfigurations
¢ Windows
¢ S
¢ SQL
€ Desktop application

€ CIS's Benchmarks and Scoring Tool (www.cisecurity.org)
@ A consensus of CIS members (SANS, NSA, DISA, NIST, & GSA)

& A compilation of security configuration actions and settings that “harden” the
Windows O/S

€ “the minimum level of due care”
@ “unlikely to cause an interruption of service”
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Tools for Managing & Auditing Security (con’t)

Reporting Security Configuration Tools

€ Microsoft doesn’t provide built-in reporting capabilities, therefore gathering
evidence supporting audit findings is very difficult & time consuming

¢ Windows 2000 security management and auditing is impractical without the
use of third party reporting tools

& A few Reporting/Auditing Tools

& DumpSEC ( )

@ A free tool that provides the major security reports needed for auditing
users, group policy, services, rights, shares and permission reports

4 Can only be processed on one domain or system at a time and requires
administrator access

& SekCheck

€ Endorsed and used by D&T to extract, report, and audit system
configurations from Domain Group Policy settings to Home Directories,
Logon scripts, and Profiles

€ Results are processed within 24 hours

& Various others Tools
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Tools for Managing & Auditing Security (con’t)

Security Log Analysis Tools
¢ DumpEL
@ Part of Windows 2000 resource kit

¢ ELDump

€ Freeware which is more versatile and faster than DumpEL and contains
better filtering options

@ Best for reporting directly form the security logs

€ DumpEVT

€ Handles special characters better than DumpEL to prevent problems
with importing

€ There is no filtering available, therefore it is most commonly used to
import into Access

¢ NTLast
€ Used for analyzing logon activity from the security logs
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Useful Resources

Publications

€ Hacking Windows 2000 Exposed
€ Joel Scambray, Foundstone

€ Hack Proofing Windows 2000 Server
4 Chad Todd

Web Sites

€ MS Security Bulletins
€ www.microsoft.com/security

www.ntsecurity.net
www.win2000mag.com
www.websolutions.com
www.winnetmag.com
www.labmice.net/Security/
www.sunbeltsoftware.com

LA 2 2B 2R 2R 2

Forums
¢ www.ntbugtrag.com
€ www.secadministrator.com/forums/




